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PRIVACY STATEMENT

Public disclosure of this document would have a reasonable likelihood of threatening public safety by exposing vulnerabilities.  Accordingly, the [AGENCY NAME] is withholding this document from full public disclosure and is treating it as a confidential document.  Refer any request for a copy of this document to [NAME], [TITLE], [AGENCY].

EXECUTIVE SUMMARY

Over the course of its history, the [AGENCY] has experienced several events that have interrupted basic public services, including [SERIES OF DISRUPTIVE EVENTS].  These events have made [AGENCY OFFICIALS/ADMINISTRATORS] increasingly aware of how disasters and emergencies can paralyze department functions.

The [AGENCY] recognizes its responsibility to provide uninterrupted service during an event and the importance of Continuity of Operations (COOP) planning.  [NUMBER (#)]  of departments participated in this planning process by analyzing their essential functions, critical personnel, continuity locations, orders of succession, vital records and critical resources.  Through this process, the [AGENCY] has established a COOP program to ensure continuous operation of essential [AGENCY] functions during an emergency or disaster situation.  It is imperative that each department exercise and maintain its part of the COOP Plan.  

Although preparations for major disasters or emergencies are important, preparations for disasters or emergencies with less severity but greater frequency are equally important and largely overlooked.  For example, in an average year, the State of Illinois has a high risk of adverse effects due to severe weather, including flooding, tornadoes and large quantities of snow.  More frequently, localized events such as power outages, IT system failures and suspicious mail incidents can threaten the operations of the [AGENCY].  In addition, the [AGENCY] could face severe disruption during such a large-scale event as an earthquake and/or pandemic influenza incident.  This organization recognizes the importance of formulating an all-hazards COOP Plan to ensure continuity of operations regardless of the event.

This COOP Plan presents guidance to [AGENCY] personnel to perform their essential functions during a COOP event and provide for employees’ safety and well-being.  Specific objectives of this COOP Plan include the following:  

· Ensure continuous performance of daily essential functions.

· Protect critical facilities, equipment, vital records and other assets.

· Reduce or mitigate disruptions to operations.

· Reduce loss of life and minimize damage and losses.

· Achieve a timely and orderly recovery from an emergency.

· Resume essential services to [AGENCY] stakeholders.

This plan is a preparedness document, intended to be read and understood before an event occurs.  It is critical that a high level of preparedness be achieved and maintained by [AGENCY] personnel.

Approach to COOP Planning

The [AGENCY] COOP Plan encompasses the magnitude of operations and services performed by the departments.  It is tailored to the unique operations of individual functional sections and the essential functions they perform.  A phase‑based approach was used to plan, capture information and develop procedures for the COOP Plan.

Phase 1: Project Initiation and Vulnerability and Risk Assessment

The project initiation phase sets the stage by identifying key personnel and the scope of the planning process.  Through the vulnerability and risk assessment phase, the [AGENCY] documented and prioritized the vulnerabilities and risks at the day-to-day operational function level.  The analysis identified the continuity-specific hazards and risks as well as mitigation strategies to reduce risk.  

Phase 2: Business Impact Analysis

Each department documented its essential functions, operations and responsibilities.  The COOP Planning Team developed criteria and implemented a systematic approach to decide which of the functions performed by the departments were essential.  Next, the team addressed and identified the COOP responsibilities of principal departments and personnel.  The team outlined provisions to ensure continuity of authority and the orders of succession for key positions; identified the key personnel to perform essential functions in a COOP activation; discussed strategies for protecting vital records, databases, systems and equipment; identified, evaluated and determined criteria for determining continuity locations; and created the decision-making process for terminating activation and returning to normal operations.

Phase 3: Continuity Planning

The continuity planning phase brought the process together in a set of planning documents designed for use in responding to all hazards that disrupt normal operations.  

Phase 4: Departmental Response Plans

In conjunction with the COOP Plan, the Emergency Response Plans provide guidance to [AGENCY] personnel to reestablish their essential functions following a disruptive event.  The Emergency Response Plans serve as instructional guides to assist personnel in the first 72 hours following an event.

Phase 5: Vital Records and Database Checklists 

The [AGENCY] developed vital records and database checklists to support each department during a disruptive event.  The checklists identify critical systems required to maintain essential functions.

Phase 6: COOP Strategies Report 

During the planning process, the [AGENCY] documented overarching deficiencies in its continuity capability.  These deficiencies were documented in a strategies report designed to improve processes and minimize the impact of interruptions.  The COOP strategies report provides the [AGENCY] with a tool to support its ongoing COOP planning efforts.

Section 1 
INTRODUCTION

It is the mission and vision of the [AGENCY] to [MISSION/VISION].  This vision drives the overarching mission of [AGENCY] to [ACTION].  The [AGENCY] [DEPARTMENTS/OFFICALS] set [NUMBER] broad goals to achieve and accomplish the mission:

· [GOAL]
· [GOAL]
· [GOAL]
· [GOAL]
· [GOAL]
The [AGENCY] developed this plan to ensure it is able to provide critical services to [PATIENTS/CLIENTS/CITIZENS] in the event of an emergency.  

1.1 Purpose

The [AGENCY] is responsible for both planning for and responding to events that affect its ability to operate.  Disasters may require the departments to operate from an alternate location and may seriously overextend resources. 

The purpose of this COOP Plan is to provide the framework for the [AGENCY] to restore essential functions if an event affects operations.  This COOP Plan was developed in accordance with the Emergency Management Accreditation Program (EMAP); U.S. Department of Homeland Security (DHS) current guidance for continuity planning; and operational guidelines outlined in the National Incident Management System (NIMS).  

This COOP Plan is designed to address three types of disruptions:

· Denial of access to a facility (such as damage to the building);
· Denial of service due to a reduced workforce (such as due to pandemic flu); and
· Denial of service due to equipment or systems failure (such as IT systems failure).

This document establishes the [AGENCY] COOP program procedures for circumstances in which [AGENCY] operations are threatened or incapacitated.  The plan provides policy and guidance to ensure [AGENCY] has the capability to continue essential functions within the recovery priority timeframes established by the COOP Planning Team and maintain essential functions for up to 30 days.

The [AGENCY] is committed to the safety and protection of its [EMPLOYEES/PATIENTS/CLIENTS/CITIZENS], operations and facilities.  This COOP Plan provides the departments and their personnel a framework that is designed to minimize potential impact during an event.  Furthermore, the COOP Plan establishes procedures that department leadership can use to strategically minimize risk to its [EMPLOYEES/PATIENTS/CLIENTS/CITIZENS], operations and facilities.

1.2 Applicability 

COOP planning is an essential function of disaster readiness and is vital during an emergency situation.  COOP is the preservation, maintenance and reconstitution of the ability to deliver essential functions to employees, [PATIENTS/CLIENTS/CITIZENS] and other stakeholders.

The provisions of this document apply to all [AGENCY] personnel and functions located at [AGENCY FACILITY].  The provisions of this document also apply to the array of emergencies and hazards that could threaten [AGENCY FACILITY], requiring relocation of essential functions.

The scope does not apply to temporary disruptions of service during short-term building evacuations or other situations where services are expected to be restored in the primary facility within a short period.  The COOP Activation Team will determine situations that require implementation of the COOP Plan.

The following departments are included in this plan:

· [DEPARTMENT]
· [DEPARTMENT]

· [DEPARTMENT]

· [DEPARTMENT]

· [DEPARTMENT]

· [DEPARTMENT]

· [DEPARTMENT]

· [DEPARTMENT]

1.3 Situation 

The following situations impact the [AGENCY] COOP Plan:

· The [AGENCY] is vulnerable to a spectrum of potential threats ranging from natural disasters to terrorist attacks to pandemic influenza, for which planning is essential. 

· The [AGENCY] facility(ies) is/are vulnerable to the impacts of hazardous materials incidents, fire, floods, civil disturbances and severe weather.

· The [AGENCY’S] geographic location is [LOCATION].  The current population of [LOCATION OF ORGANIZATION] is estimated at [POPULATION ESTIMATE].

· The major traffic arteries are [MAJOR NITERSTATES, STATE ROADS & U.S. HIGHWAYS]. Rail lines that pass through the county are: [RAIL LINE NAMES, IF APPLICABLE].
· The [AGENCY] is approximately [# OF MILES] from [#] electrical power plant[S]. The closest coal-fired power plant in [COUNTY] is [COAL-FIRED POWER PLANT NAME, IF APPLICABLE].  The closest nuclear power plant is in [CITY].

1.4 Assumptions 

The following assumptions were considered during the development of the [AGENCY] COOP Plan:

· The departments will continue to be exposed to the hazards or risks identified during this engagement, as well as others that may develop in the future.

· Leadership and employees will continue to recognize their responsibilities to the departments and exercise their authority to implement this COOP Plan in a timely manner when confronted with an event.

· If properly implemented, this COOP Plan will reduce or prevent disaster-related losses.

1.5 Organization and Assignment of Responsibilities

Before an event, the [AGENCY] departments and leadership personnel will make necessary preparations for COOP implementation.  Department personnel at all levels have responsibilities to implement the COOP Plan.  These responsibilities may change as the departments grow and the COOP Plan is updated.  All staff should review their COOP responsibilities regularly.  

The COOP Plan outlines these responsibilities to ensure personnel have a strong understanding of their roles in the COOP planning process and activation.  These responsibilities are illustrated below.

Responsibilities of the COOP Planning Team

· Provide overall policy directions, guidance and objectives for COOP planning.

· Coordinate with leadership personnel on development, approval and maintenance of the COOP Plan and integration of the other emergency plans.

· Provide guidance and objectives for COOP planning.

· Assign representatives to the COOP Planning and Activation Teams.

· Keep the organization informed of any changes to the COOP Plan.

· Establish and coordinate the COOP training, testing and exercise program.

· Participate in training, testing and exercises of the COOP Plan.

· Maintain documents that grant authority for the creation, modification, ongoing maintenance and execution of the COOP Plan.

· Identify issues that may impact the frequency of changes required to the COOP Plan. 

· Establish a review cycle.

· Develop an improvement plan for addressing risk mitigation recommendations to mitigate COOP-specific risks.

· Guide and prioritize mitigation activities that the organization needs to undertake.

· Coordinate between all functional groups within the organization on updates to the COOP Plan.

Responsibilities of the COOP Activation Team
· Provide pertinent, relevant information regarding the COOP event to the [ORGANIZED GROUP].

· Provide timely situation reports to the [ORGANIZED GROUP] during a COOP event.  

· Identify essential functions to be performed when any department of [AGENCY] is relocated as part of the COOP Plan.

· Identify those functions that can be deferred or temporarily terminated in the event that the COOP Plan is implemented.

· Consult with and advise appropriate officials during implementation of the COOP Plan.

· Provide direction, guidance and objectives during an incident for the implementation of the COOP Plan. 

· Aid COOP efforts at the alternate location.

· Participate in training, testing and exercises of the COOP Plan.

· Initiate appropriate notifications inside and outside the organization during COOP Plan implementation.

· Initiate recovery of the organization as part of reconstitution.

· Designate personnel to assist security officials in securing office equipment and files at [AGENCY] facilities when implementing the COOP Plan.

· Coordinate with leadership personnel for movement of key personnel to alternate locations when the COOP Plan is activated.

Responsibilities of the [AGENCY] COOP Coordinator
· Coordinate the overarching COOP planning process.

· Serve as the principal representative to external parties and groups during implementation of the COOP Plan (this may be the Public Information Officer’s (PIO’s) responsibility). 

· Initiate COOP Plan maintenance meetings.

· Coordinate testing, training and exercises of the COOP Plan.

· Serve as the COOP program point-of-contact.

Responsibilities of [AGENCY] Personnel
· Provide input on the execution of essential functions.

· Identify and back up vital records.

· Maintain awareness of the COOP program elements and responsibilities designated in the plan.

· Maintain consistency with [AGENCY] guidelines regarding saving documents to shared network drives.

· Participate in training, testing and exercises of the COOP Plan.

· Prepare backup copies or updates of vital records. 

· Review and understand the procedures for emergency evacuation of [AGENCY] facilities. 

· Review and understand responsibilities related to COOP support functions and performance of essential functions at an alternate location. 

· Report to work to perform essential functions as detailed in this COOP Plan or as requested.

· Provide current contact information to leadership personnel.

1.6 COOP Authorities and References

This COOP Plan acknowledges documents that provide legal authority for the plan and briefly summarize the scope and limitations of that authority.  Examples of documents that provide authority for COOP planning include the following:

· Statutes requiring or authorizing organizations to prepare COOP plans.

· Statutes requiring organizations to plan for emergency management or disaster preparedness that imply authority for COOP planning.

· Documents that establish the [AGENCY] and directly or indirectly call for the performance of the [AGENCY’S] mission during emergency periods.

· Plans adopted by the [AGENCY] (such as emergency management plans or comprehensive development plans) that call for COOP planning.

· Resolutions adopted by legislative bodies requiring or authorizing the preparation of COOP plans.

In addition to documents that provide legal authority for COOP planning, other publications influence the planning effort and the resulting plan.  Such documents might include those issued by the [AGENCY], any organizations of which [AGENCY] is a member or state/local jurisdictions that have planned for coordination/cooperation.

The following authorities and references have been identified by the COOP Planning Team:

COOP Authorities
· The National Security Act of 1947 (50 U.S.C. § 404), July 26, 1947

· Homeland Security Act of 2002 (6 U.S.C § 101 et seq.), November 25, 2002. 

· Executive Order 12472, Assignment of National Security and Emergency Preparedness Telecommunications Functions, April 3, 1984, as amended.

· Executive Order 12656, Assignment of Emergency Preparedness Responsibilities, November 18, 1988, as amended.  

· National Security and Homeland Security Presidential Directive (NSHPD) 51/NSHPD 20.

· Presidential Decision Directive 67, Ensuring Constitutional Government and Continuity of Government Operations, October, 1998. 

· Federal Continuity Directive 1, Federal Executive Branch National Continuity Program and Requirements, February, 2008.

COOP References
· 36 Code of Federal Regulations, Part 1236 Management of Vital Records.  

· 41 Code of Federal Regulations, 101.20103-4, Occupant Emergency Program. 

· Presidential Directive Decision 62, Protection Against Unconventional Threats to the Homeland and Americans Oversees, May 22, 1998.

· Homeland Security Presidential Directive 3, Homeland Security Advisory System, March 11, 2002.

· Homeland Security Presidential Directive 5, Management of Domestic Incidents, February 28, 2003. 

· Homeland Security Presidential Directive 12, Policy for a Common Identification Standard for Federal Employees and Contractors, August 27, 2004.

· National Infrastructure Protection Plan, January 2006.

· National Strategy for Pandemic Influenza, November 1, 2005.

· National Strategy for Pandemic Influenza Implementation Plan, May 2006.

· National Exercise Program Implementation Plan, April 2007.  

· National Incident Management System (NIMS), March 1, 2004.

· National Fire Protection Association (NFPA) 1600 Standard on Disaster/Emergency Management and Business Continuity Programs, 2007 Edition.

· Emergency Management Accreditation Program (EMAP) Standard, 2007.

COOP authorities and references provide direction and guidance for continuity planning, response and recovery.

The COOP Planning Team should continue to review authorities as they relate to the [AGENCY] and ensure the authorities addressing COOP and all elements included therein are in place to implement the COOP program.

Section 2 
CONCEPT OF OPERATIONS

Concept of operations defines the COOP management processes.  The concept of operations explains how the [AGENCY] will implement its COOP Plan, explains how the [AGENCY] will address the elements that comprise the COOP Plan, details plan objectives and assumptions, and provides other guidance for individual planning teams to follow to ensure a consistent approach across the organization.  The functions performed by various groups during execution of the COOP Plan will generally parallel their normal day-to-day functions.

2.1 Objective

The objective of this concept of operations is to ensure the execution of essential functions during an event and to provide for the safety and well-being of [PATIENTS/CITIZENS/CLIENTS] in the event that [AGENCY] facilities are threatened or not accessible.  Specific objectives include the following:

· Ensure the continuous performance of essential functions during an event.

· Protect critical facilities, equipment, vital records and other assets.

· Reduce or mitigate disruptions to operations.

· Minimize injury, loss of life and property damages.

· Achieve a timely and orderly recovery from an event and resumption of critical services to the [AGENCY]. 

2.2 COOP Operational Periods

The [AGENCY] is responsible for managing the COOP program during each of the operational periods.  During Readiness and Preparedness, the emphasis is on maintaining the plan; implementing protection methods; training, testing, and exercising; and mitigating risks.  During Activation and Relocation, the COOP Plan serves as the guide for the initial response to a disruptive incident focusing on alert, notification and relocation.  Continuity Operations is the process of restoring essential functions by inducing orders of succession, delegations of authority, or interim processes due to lack of network connectivity, for instance.  The [AGENCY] must identify and outline a plan to return to normal operations once leaders determine that reconstitution operations can begin.  Reconstitution is the process by which the [AGENCY] will bring all functions back to normal operations from the original or replacement primary facility.  

The COOP Plan must address the following four operational phases:

· Readiness and Preparedness

· Activation and Relocation

· Continuity Operations

· Reconstitution

2.2.1 Readiness and Preparedness

Readiness and preparedness activities develop the response capabilities needed in the event an emergency should occur.  Planning, training and exercising are among the activities conducted under this phase.  Feedback from these activities should be focused on improving and maintaining the COOP Plan.  Mitigation is also a viable part of this phase.  Mitigation activities eliminate or reduce the probability of an incident occurring.  They also include actions that lessen the impact of unavoidable hazards.  The COOP Planning Team will guide and prioritize mitigation activities that the organization needs to undertake.

Mitigation measures include:

· Securing important papers/documents at the end of each day.

· Saving electronic documents on a network drive, not on a computer’s hard drive.

· Maintaining accurate inventory of stockpiled supplies.

Preventative measures include:

· Cross-training employees

· Testing system backups/restore processes

· Testing building alarm systems

· Developing post-evacuation plans

· Designating staff to ensure evacuation occurs

The COOP Planning Team will make recommendations to leadership regarding the preparedness efforts that should be conducted.

2.2.2 Activation and Relocation

Activation and relocation occurs after a disruption to business processes triggers the implementation of the COOP Plan. 

Two types of activation exist:

· Activation without relocation (Class Levels 1-2)

· Activation with relocation (Class Levels 3-5)

Relocation is triggered by any unsafe conditions at a primary location or infrastructure issues that would make the site unusable, such as loss of utilities or network connectivity for an extended duration.  Activation without relocation can be triggered by personnel issues, such as pandemic flu or an organization-wide IT outage.  Activation includes emergency response, if required.  Other phase activities are those that must precede restoring essential functions, such as assessing the incident’s impact.  If relocation is necessary, initiating the organization’s continuity location activities would also occur during this phase.

Class/Level of Emergency

A COOP plan can be activated in part or in whole depending upon the disruption or threat.  An event may force employees to evacuate a single facility for a day or two, which may require executing only the communications component of the COOP plan and IT recovery of data and systems.  On the other hand, several offices could be destroyed during the business day, which would require full execution of the COOP plan, including evacuation and pre-planned movement of key personnel to a continuity work location that can sustain essential functions for 30 days. 

An effective COOP plan outlines the executive decision process for quickly and accurately assessing the situation and determining the best course of action for response and recovery.  It helps to develop a decision matrix or flow chart that ties the organization’s reaction to the class or level of emergency.  There is no standardized classification for emergencies, but the following model may be useful.  For essential functions with a time criticality of zero, no disruption is acceptable; therefore, this classification system may not fit.  Using the class/level of emergency matrix below, the COOP Activation Team can determine the extent of COOP activation.

Table 2-1
Level of Emergency and Decision Matrix
	Class/Level of Emergency
	Category
	Impact on [AGENCY]

	Communications

	I

(Without relocation)
	Alert
	An actual or anticipated event may have an adverse impact of up to 12 hours with little effect on services or impact on essential functions for the [AGENCY].  Does not require any specific response beyond what is normally available.

No COOP activation required, depending on individual office requirements.  
	Impacted facility(ies) alerts appropriate personnel of situation and requests needed assistance.  Members of the COOP Activation Team are contacted and made aware of the situation.

	II

(Without relocation)
	Stand-by
	An actual or anticipated event estimated to have minimal impact on operations for 12 – 72 hours that may require assistance beyond what is normally available.

No COOP activation required at this time.  COOP Activation Team members determine if/when COOP Activation is necessary, depending on individual office requirements.  
	Impacted office(s) alerts appropriate personnel of situation and requests needed assistance.  Members of the COOP Activation Team are notified and placed on standby.  

	III

(With relocation)
	Limited Activation
	An actual event estimated to minimally disrupt the operations of one or more essential functions or impact vital systems for no more than three days.

Limited COOP activation depending on individual office requirements.

May require movement of some personnel to a continuity work location or location in the primary facility for less than seven days.
	Impacted office(s) alerts appropriate personnel of situation; requests needed assistance and may send employees to continuity work location.  Members of the COOP Activation Team are notified and will determine extent of COOP activation.

	IV

(With relocation)
	Partial Activation
	An actual event estimated to significantly disrupt operations, with the potential for lasting more than three days but less than 14 days.

Partial COOP activation depending on individual facility(ies) requirements.

May require movement of some personnel to a continuity work location or location in the primary facility for more than one week.  
	Impacted office(s) alerts appropriate personnel of situation, requests needed assistance, and may send employees to continuity work location.  Members of the COOP Activation Team are notified and will determine extent of COOP activation.

	V

(With relocation)
	Full Activation
	An actual event that significantly disrupts operations the entire organization for more than seven days with the potential for lasting up to 30 days.  

Full COOP activation issued by the COOP Activation Team.

Requires movement of many, if not all, personnel to a continuity work location for more than 14 days.
	Impacted office(s) alerts appropriate personnel of situation, requests needed assistance and sends employees to continuity work location.  Members of the COOP Activation Team are notified and activate the COOP Plan.  


Alert and Notification/Relocation

The COOP Planning Team determined procedures to alert and notify personnel of a COOP event in circumstances where communication may be limited.  The following circumstances were considered during the planning process:  

Warning Conditions

Implementation of the COOP Plan may occur during traditional business hours when critical and standby personnel are likely to be on-site.  However, COOP activations that occur during non-traditional business hours require detailed planning procedures.  This section outlines procedures appropriate for specific warning conditions.  Implementation of relocation operations for the [AGENCY] should occur as follows.  Actions are described by conditions according to circumstances.

With Warning – Under some circumstances, a warning will occur at least a few hours before an event.  This would allow for partial activation of the COOP Plan with a complete and orderly alert, notification and deployment of key personnel.

Without Warning – The ability to contact personnel following an event that occurs with little or no warning will depend on the severity of the event and the disruption to the agency’s and community’s communication infrastructure.

AND

Non-Business Hours – If [AGENCY] facilities are rendered inoperable/unsafe, key personnel will be alerted and deployed to a designated continuity location.  Non-essential personnel will be instructed to stay home and await further instructions.

Business Hours – If [AGENCY] facilities are rendered inoperable/unsafe during business hours, all personnel will be evacuated from the building immediately.  Key personnel will be deployed to the designated continuity location and non-essential personnel will be instructed to go home and wait for further instructions.

Interoperable Communications

Interoperable communications, or the ability of personnel to communicate with individuals internal and external to the agency, is critical during emergencies.  The following are both internal and external communications systems identified for [AGENCY] personnel.

Internal communications systems that are used to communicate with emergency and non-emergency personnel during COOP emergencies include:

· Commercial phone; land line phone (voice/fax) system  

· Cellular phone network

· Email and phone messaging (pager, cell phones, PDAs) 

· [OTHER]
External communications systems that are used to communicate with other emergency response departments, the media and other external agencies/organizations include the following:

· Commercial phone; land line phone (voice/fax) system

· Information hotline

· Email

· Media (television, radio, newspapers)

All personnel are required to provide current contact information to Human Resources.  

Continuity Locations

The [AGENCY] recognizes that normal operations may be disrupted and that there may be a need to perform essential functions at an alternate location.  The [AGENCY] has identified what location(s) if any it may be able to relocate to in the event of a disruption.  This continuity location(s) [has or does not have] the ability to maintain agency-specific systems, equipment and personnel.  (Optional) [Databases and IT programs can be accessed at [AGENCY] locations throughout [LOCATION]].
Relocation Procedures

The COOP Planning Team has identified critical departments that will relocate to [ALTERNATE FACILITY] in the event that [AGENCY FACILITY] is inaccessible.  The departments include the following:

· [DEPARTMENT]
· [DEPARTMENT]
· [DEPARTMENT]
· [DEPARTMENT]
· [DEPARTMENT]
· [DEPARTMENT]
· [DEPARTMENT]
[FACILITY/DEPARTMENT(S)] will relocate to the [ALTERNATE FACILITY].  The Chief Operations Officer will refer to the prioritized [AGENCY] essential functions list located in Appendix A to validate intended relocation plan with the [ORGANIZED GROUP] regarding relocation procedures.  The Chief Operations Officer will coordinate with [DEPARTMENT] to identify any available, vacant [AGENCY] facilities with network capabilities.  The [ORGANIZED GROUP] will disseminate that information to appropriate personnel as outlined by the [AGENCY] organizational structure.  [DEPARTMENT OR POSITION] will serve as the Resource Manager during a COOP event.
The COOP Relocation Team will include the following:

· [DEPARTMENT]
· [DEPARTMENT]
· [DEPARTMENT]
The COOP Recovery Team will include the following:
· [DEPARTMENT]
· [DEPARTMENT]
· [DEPARTMENT]
· [DEPARTMENT]
When authorized by officials, the Chief Operations Officer or designated administrator will work with the Fire Marshall, Building Code and Compliance, Warehousing, Fiscal Services, and Maintenance to move back into the [AGENCY FACILITY].

2.2.3 Continuity Operations


Activities for this phase focus on restoring the [AGENCY’S] essential functions.  Declaring an “all clear” condition indicates the incident has ended and business functions can be resumed.  This phase includes the following activities to continue essential functions:

· Accounting for all [AGENCY] personnel.
· Performing essential functions.
· Establishing communication with supporting and supported organizations and stakeholders.
· Preparing for the reconstitution of the [AGENCY].
Essential Functions

Essential functions are those activities and services that enable the [AGENCY] to provide for the health and safety of its [PATIENTS/CLIENTS/CITIZENS] and preserve and protect the assets of the [AGENCY].  During an event that either disrupts or has the potential to disrupt essential services, resources and staff may also be limited, thereby preventing the [AGENCY] from performing all daily activities and services.  The [AGENCY] will focus on maintaining services identified as essential functions to ensure vital services are provided to stakeholders.  The overarching essential functions for the [AGENCY] have been identified by the COOP Planning Team and are located in Appendix A.

As a precursor to the COOP planning process, all departments completed worksheets designed to identify and prioritize essential functions.  All subsequent planning activities were based upon the essential functions documented in these worksheets.  Key and backup personnel; vital files, records and databases; and critical systems and equipment were identified to support these essential functions.

To help prioritize functions, the time criticality and recovery time objective (RTO) for each function was also recorded.

Time Criticality:  The amount of time that a function can be inoperable before its impact on the organization is unacceptable.

Recovery Time Objective:  After an incident, the maximum time period that a function or service can be interrupted before it must be restored to an acceptable level of operation.

During a COOP event, the affected departments and/or districts, in concurrence with the COOP Activation Team, will focus continuity operations on restoring essential functions in order of highest priority and RTOs.

The [AGENCY] COOP Planning Team has established the following “tiers” to describe the recovery priorities for essential functions.

Table 2-2
Essential Function Recovery Time Objectives

	Tier
	Ratings
	Priority
	Recovery Time Objective

	1
	IMMEDIATE
These functions involve those with the direct and immediate effect on the organization to preserve life, safety and protect property.  
	High
	0 – 24 hours

	2
	CRITICAL

These functions can be delayed until Tier 1 functions are restored but must be operational within 72 hours.
	High
	24 – 72 hours

	3
	NECESSARY

These functions can be delayed until Tier 1 and 2 functions are established but must be operational within one week.
	Medium
	72 hours – 7 days

	4
	IMPORTANT
These functions can be delayed until Tiers 1, 2 and 3 are operational.
	Low
	7 – 30 days


During the planning process, each [AGENCY] department identified its essential functions and prioritized each function’s time criticality using the RTOs above.  This information is located in their departmental COOP annex.  
Orders of Succession

Orders of succession ensure leadership is maintained throughout [AGENCY] during an event when key personnel are unavailable.  Succession will follow [AGENCY] policies for the [LIST OF POSITIONS REQUIRING ORDERS OF SUCCESSION].  The COOP Activation Team is in the process of identifying backup personnel for its positions.  

Delegation of Authority

Delegations of authority specify who is authorized to make decisions or act on behalf of key personnel to ensure continuous operation of specific tasks.  The delegated individual should be relieved of his/her authority as the incumbent becomes available.  An individual exercising the authority of a successor should keep a record of important actions taken and the period during which the authority is exercised.

Each department identified tasks that must be delegated in the event that the incumbent is unavailable or incapacitated.  Those delegations are documented in each departmental COOP annex.  

Backup Personnel/Key Personnel

Each essential function has associated key personnel and positions that are necessary to ensure continuity of operations.  Key positions are those positions necessary to carry out essential functions and fulfill the [AGENCY’S] mission.  This COOP Plan is also designed to address a denial of service due to reduced workforce.  The building, systems and equipment may be operational, but the employees may not be able to report to work.  During the planning process, the [AGENCY] considered a 40 percent reduction in workforce and identified key and backup personnel accordingly.

Because alternate facility space and support capabilities may be limited, personnel may need to be restricted to those who possess the skills and experience needed for the execution of essential functions.

Trained personnel should be prepared to perform tasks of other employees in the event that a reduction of staff incident occurs.  These employees designated as backup personnel should have adequate documentation and first-hand experience performing the functions within their department.  Leadership personnel should initiate a solid cross-training program as part of the agency’s daily responsibilities.

Each department evaluated its essential functions and determined the available backup personnel and key personnel required to carry out these functions.  This information is documented in each departmental COOP annex.

Human Capital Management

During a COOP execution, employees will need to focus on maintaining essential functions.  This focus will be disrupted if employees are also concerned about their family’s safety and security.  Employees and their families will appreciate knowing that the agency is concerned for their safety; therefore, agency leadership should encourage all personnel to plan for their family’s well-being before a disaster strikes.
Vital Records

Vital records are records that if damaged or destroyed would disrupt operations and information flow, and require replacement or re-creation at considerable expense or inconvenience.  In COOP planning, vital records are those records that are necessary to carry out essential functions.  Content, not media, determines their criticality.  They are most frequently in one of three formats:  paper, electronic or microfilm.

A COOP plan includes a system of protection and recovery of vital records for both emergencies and normal operations.  Through the planning process, the [AGENCY] documented its vital records.  Each department provided the vital records and systems that support its essential functions.  This information can be found in each department’s COOP annex.

Each [AGENCY] department documented the vital records necessary to maintain its essential functions.  That information was evaluated and compiled into checklists which are located in Appendix B.  During an event where relocation must occur or critical systems are down, the COOP Activation Team can reference these checklists to restore access to vital records that support Tier 1 essential functions.  
2.2.4 Reconstitution

Reconstitution is the process of resuming normal operations.  Emergency-specific reconstitution planning should begin as soon as the COOP Plan is executed.  Because reconstitution can be very complex, the [AGENCY] will need to designate a Reconstitution Manager whose job it will be to focus solely on reconstitution issues.

Reconstitution focuses on restoring business operations to a normal, or improved, state of affairs.  This phase is initiated once all essential functions have been restored.  Examples of reconstitution actions include restoring non-vital services and reconstruction in damaged areas.  A reconstitution plan is developed after COOP activation to support the required recovery actions.

Implementation actions associated with reconstitution include the following:

· Informing all personnel that the actual emergency, or threat of emergency, no longer exists, and instructing personnel on how to resume normal operations
· Supervising either an orderly return to the normal operating facility or a move to another temporary facility or to a new permanent operating facility
· Verifying that all systems, communications and other required capabilities are available and operational, and that the [AGENCY] is fully capable of accomplishing all essential functions and operations at the new or restored facility
· Conducting an after action review of the effectiveness of the COOP Plan, identifying areas of improvement, documenting these in the [AGENCY] corrective action plan (CAP), and then developing a remedial action plan as soon as possible after reconstitution
· Identifying which, if any, records were affected by the incident, and working with the records department to ensure an effective transition or recovery of vital records and databases
Responsibilities of the [AGENCY] Reconstitution Manager

· Form a reconstitution team.

· Develop space allocation and facility requirements.

· Coordinate with appropriate agencies and organizations to find suitable space if the primary facility is not usable.

· Develop a time-phased plan, listing functions and projects in order of priority for resuming normal operations.

· Develop procedures for restructuring the staff, as necessary.

· Ensure the buildings are structurally safe and meet all occupancy regulations.

The [AGENCY] Reconstitution Manager will:  

· Be appointed based on the nature and type of emergency. 

· Report to the COOP Activation Team.

The [AGENCY] Reconstitution Manager should have the following characteristics:

· Flexibility
· Creativity/ability to think outside the box

· Ability to work under pressure

· Organizational skills

Section 3 
MULTI-YEAR PROGRAM MANAGEMENT

The [AGENCY] COOP Team is responsible for the implementation of the COOP program.  While the COOP Plan serves as the guide during activation and recovery, the COOP program involves the framework for operational decisions to promote continuity planning.  It involves making COOP planning a part of day-to-day operations through initiatives like monitoring protection methods for vital records, critical systems and equipment; implementing cross-training for key employees; establishing mutual aid agreements for facilities and personnel; etc.

The role of the COOP Planning Team includes the following:

· Maintaining the documents that grant authority for the creation, modification, ongoing maintenance and execution of the COOP
· Identifying issues that will impact the frequency of changes required to the COOP Plan
· Establishing a review cycle
· Establishing a testing and exercise cycle
· Discussing organization-specific management and policy issues
· Developing schedule for establishing COOP capability and plan approval
· Developing an improvement plan for addressing risk mitigation recommendations to mitigate COOP-specific risks
· Maintaining a commitment to budgeting for COOP-related costs to accomplish the strategy
· Guiding and prioritizing mitigation activities that the [AGENCY] needs to undertake
· Serving as emergency operations team during event
· Making decisions regarding COOP activation
· Coordinating decisions during an activation
The role of each team member includes:

· Serving as a liaison for his/her respective functional sections or areas of responsibility in order to coordinate and ensure continuity of operations planning, mitigation, response and recovery activities
· Creating a disaster readiness organization within his/her functional sections to guide the employees during a disaster and communicate a clear understanding of the COOP Plan and its principles
· Guiding the disaster readiness organization of his/her functional area in developing and maintaining functional section-level disaster readiness plans and procedures, including evacuation exercises
· Designating a backup and train the backup in the role of the team member
· Retaining the authority to make decisions in their functional section.

Meetings of the COOP Planning Team

During the COOP planning process, the COOP Team met to establish the overarching COOP program.  The team will meet annually once the initial planning process is complete. 

COOP Team meetings will be based on several factors:

· Ongoing remediation or mitigation issues that are identified through exercises and actual events
· Changes in [AGENCY] structure
· Addition of new team members
Overarching COOP Program Management

A COOP plan is part of an ongoing COOP program which ensures that the COOP plan reflects current conditions and staff is prepared to respond during COOP activation.  The following are some of the processes that are addressed by the COOP Team:

· Overall program management process to coordinate all COOP efforts in the organization
· Recommendations on overall COOP financial management process for the organization, during pre-, trans-, and post-event situations
· Internal and external communication process including public information
· Overall command and control structure to provide strategic guidance and set performance objectives/measures across the [AGENCY]
· Clear definition of overall command and control processes, especially between [AGENCY] leadership, the COOP Planning Team and section-level management
· Regular meetings of the COOP Planning Team, multi-year strategic planning, and multi-year training and exercising program
· Process to define the integration of COOP planning with other organization programs
Section 4 
TRAINING, TESTING AND EXERCISE

To maintain the [AGENCY] COOP capability, an all-hazard COOP training, testing and exercise program will be established.  Major components of this program include training all personnel in their COOP responsibilities; conducting periodic exercises to test and improve the COOP Plan and procedures, systems and equipment; and instituting a multi-year process to ensure continual plan updates in response to changing conditions.

The training, testing and exercise program will ensure key personnel are aware of their roles and responsibilities in the execution of the COOP Plan.   

Regularly scheduled exercises are critical to ensuring that the COOP Plan can be executed in times of an event.  Exercising is one of the most effective ways to discover and document necessary modifications.  A training and exercise program should be progressive in nature, building from simple, individual tasks to complex, multi-department and organizational interactions.  The program should contain activities that include build-on training and improvement of capabilities through a series of tests and exercises.

Testing of COOP capabilities is essential to demonstrating and improving the ability of departments to execute their COOP plans.  Periodic testing also helps ensure that equipment and procedures are maintained in a constant state of readiness.

4.1 Training

(Optional)  [AGENCY] currently has a high level of cross-trained staff.  Personnel in one section are trained and knowledgeable in other function areas within [AGENCY].  All personnel who will be involved in COOP activities will be trained and equipped to perform their emergency duties.  The length of the training and the depth of the coverage will depend on the audience and method of training selected for each situation.  Major topics or components of training will include the following:

· Definition of COOP planning
· Essential elements of the COOP Plan
· Criteria or triggers for COOP Plan activation
· COOP Plan maintenance
· COOP Plan operational elements which include the following:

· Leadership during a COOP event
· COOP Plan activation and decision-making
· Individual employee COOP roles and responsibilities
· Implementation of COOP Plan
· Phases of an event
· Essential functions and operations
· Interim processes for essential functions
· Continuity locations
· Transition/resumption to normal operations
The [AGENCY] will maintain records of personnel who participate in the COOP Training Program.  Participation of personnel in the COOP Training Program will also facilitate the goal of protecting and improving the safety of [AGENCY] personnel. 

The following table summarizes the recommended training program for [AGENCY].

Table 4-1
Training Program Recommendations

	Personnel
	Training Required
	Frequency

	Key Personnel
	Refresher course
	Annually

	New Personnel 
	COOP Training Program
	Within 30 days of hire

	COOP Team
	COOP Training Program
	Annually

	Continuity Location Personnel
	Refresher course focused on specific essential functions/expectations during the event
	Upon arrival at continuity location


4.1.1 Key Personnel

Key personnel should attend a COOP training refresher course annually to ensure they are aware of their COOP responsibilities.  The refresher course will review COOP Plan components and where to find information within the plan.  Key personnel should also review their essential functions for accuracy and update the functions and/or interim processes as needed.  

4.1.2 New Personnel

All new personnel working for the [AGENCY] should attend a COOP training course focused on COOP program elements and the contents and execution of the COOP Plan.  Each [AGENCY] department is responsible for arranging COOP training for all new employees in its section.  Training for all personnel should occur within 30 days of employment start date.  

4.1.3 COOP Team

The [AGENCY] COOP Team should attend the full COOP Training Program annually to ensure they understand their role and responsibilities during a COOP event.  The COOP Team should plan for follow-up exercises and testing of the COOP Plan components.

4.1.4 Continuity Location Operations

If the [AGENCY] COOP Plan is activated and requires the relocation of [AGENCY] personnel, a brief training on the COOP responsibilities should be conducted at the continuity location.  The training should focus on the essential functions to be performed and any change in leadership that may have occurred as a result of a COOP event.  Personnel contact information should be verified by all personnel arriving at the continuity location.

4.2 Exercises

Regularly scheduled exercises are critical to ensure that the COOP Plan can be executed in times of an emergency.  Exercising is one of the most effective ways to discover and document necessary plan modifications.  A testing and exercise program should be progressive, building from simple, individual tests to complex, multi-organizational exercises.  The program should include activities that build on training and improve capabilities through a series of tests and exercises.

Testing is the technique of demonstrating the correct operation of all equipment, procedures, processes and systems that support the [AGENCY’S] critical services and operations.  Testing validates that equipment and systems conform to specifications, operate in the required environments, and that procedures and processes are viable.

Testing continuity capabilities is essential to demonstrating and improving the [AGENCY’S] ability to execute the plan.  Tests validate, or identify for correction, specific aspects of emergency preparedness plans.  Periodic testing also helps ensure that equipment and procedures are maintained in a constant state of readiness.

Exercises are conducted to validate the core elements of the COOP Plan, both individually and collectively.  Exercises should be realistic simulations of an emergency, during which individuals, departments and facilities perform the tasks that are expected of them in a real event.  Exercises should promote preparedness; improve the response capability of individuals and the company; validate plans, policies, procedures and systems; and verify the effectiveness of command, control and communication functions.  Exercises may vary in size and complexity to achieve different objectives.  The various types of exercises are described below:

· Tabletop Exercises simulate an activation of the COOP Plan in an informal, stress-free environment.  They are designed to prompt constructive discussion as participants examine/resolve problems based on existing plans.  There is no equipment utilization, resource deployment or time pressures.  The exercise’s success depends on the group identifying problem areas and offering constructive resolution alternatives.  This format exposes personnel to new or unfamiliar concepts, plans, policies and procedures.

· Drills or System Tests are coordinated and supervised activities normally used to exercise a specific operation, function or system.  They evaluate response time or performance against RTOs, provide training with new equipment or procedures, or enable practice using current skills.

· Functional Exercises are interactive exercises performed in real time that test the capability of a company or organization to respond to a simulated emergency.  They test one or more functions and focus on procedures, roles and responsibilities before, during and/or after an emergency event.

· Full-Scale Exercises simulate emergency conditions through field exercises designed to evaluate the execution of the COOP Plan in a highly stressful environment.  This realism is accomplished through mobilization of personnel, equipment and resources.

A changing threat environment and recurring events emphasize the need for operational capabilities that enable areas to continue providing critical services across a broad spectrum of emergencies.  Federal Continuity Directive 1 states that testing, training and exercising of emergency capabilities is necessary to demonstrate and improve the ability to maintain critical services. 

4.2.1 Exercise Evaluation

Each exercise activity, as well as actual events, will be evaluated and the results incorporated into a formal corrective action process.  The results will be used as performance measurements to rate overall effectiveness of the COOP program. 

The evaluation of the exercise or actual event will identify strengths and areas for improvement and will suggest corrective actions that will enhance [AGENCY] preparedness.  Following the exercise or actual event, a comprehensive debriefing and after action report will be completed.  All data collected will be incorporated into an improvement plan that provides input for annual COOP Plan revisions.  

Recommendations for changes to the COOP Plan will be developed and incorporated into the COOP Annual Review Process.  Immediately following an exercise or actual event, recommendations that affect the alert and notification process, COOP Plan activation process, COOP Plan implementation and/or operational issues with the mobilization process will be developed and incorporated into the COOP Plan.

4.2.2 Plan Maintenance

Plan revisions due to changes in the organization’s structure, essential functions or mission should be made promptly.  Long-term plan maintenance should be undertaken carefully, planned for in advance and completed according to an established schedule.

Major issues to consider in COOP Plan maintenance include the following:

· Distributing and communicating the COOP Plan
· Designating the review team
· Identifying issues that impact the frequency of changes required to the COOP Plan
· Establishing a review cycle
A comprehensive strategy for plan maintenance includes the following:

· Description of the elements that ensure a viable COOP capability
· Discussion of organization-specific management and policy issues
· Schedule for establishing COOP capability and plan approval
· Budget required to accomplish the strategy
The COOP Coordinator has the sole responsibility to ensure the COOP Plan is updated regularly.  

Identifying issues that affect the COOP Plan:

· Policy or mission changes that significantly affect essential functions or their priorities
· Changes in technology, communication or office systems (critical resources)
· Changes in organizational structure
· Changes to specific information such as contact lists, vendor lists, succession of leadership, etc.
Establishing a review cycle:

· COOP plans, policies and procedures should be reviewed at least annually.  

· Additional reviews should be conducted following exercises or real-world COOP events.

Developing the COOP maintenance budget:

· COOP Team meeting time
· Plan and procedure development
· Continuity facility requirements
· Interoperable communication needs
· Memorandums of Agreement or Memorandums of Understanding for COOP resources
· Mitigation strategies
· Testing, training and exercising of the COOP Plan
· COOP Plan training for employees
Reviewing the following table:
Table 4-2
Sample Multi-Year Strategy and Plan Maintenance Table

	Activity
	Tasks
	Frequency

	Update plan and certification.
	Review entire plan for accuracy.

Incorporate lessons learned and changes in policy and philosophy.

Manage distribution.
	Annually

	Maintain orders of succession and delegations of authority.
	Identify current incumbents.

Update rosters and contact information.
	Semi-annually

	Maintain continuity location readiness.
	Check all systems.

Verify accessibility.

Cycle supplies and equipment, as necessary.
	Monthly

	Monitor and maintain vital records program.
	Monitor volume of materials.

Update/remove files.
	Ongoing

	Revise COOP Implementation Checklist.  
	Update and revise COOP Implementation Checklist.
	Annually

	Update contact information for key personnel.
	Confirm/update key personnel information.
	Quarterly

	Plan and conduct exercises.
	Conduct internal COOP Plan exercises.

Conduct joint exercises with the County Emergency Management Agency.
	Semi-annually, annually, or as needed 


Section 5 
VULNERABILITY AND RISK ASSESSMENT
5.1 Risk Assessment

The purpose of the risk assessment is to identify the hazards associated with [AGENCY] facilities and evaluate how these hazards will affect [AGENCY] operations.  The [AGENCY] assessed the neighboring hazards and risks; the department capabilities; and the potential impacts to essential functions considering the facility and the surrounding area.  During the development of the assessment, the COOP Planning Team analyzed the following characteristics:

· Geographic description

· History of disasters and emergencies

· Naturally occurring events

· Man-made events

· Industrial hazards

These considerations were evaluated based on their potential impact to [AGENCY] essential functions.

5.1.1 Neighboring Threats

The [AGENCY FACILITY] is located at [ADDRESS], [CITY], IL [ZIP] in the [SECTION OF TOWN].  The facility is in proximity to [U.S. HIGHWAYS/STATE ROADS]; [#] major commercial arterial roads through Central Illinois.  (Optional) [#] rail lines run in proximity where passengers and cargo are transported daily.  These transit systems facilitate the transportation of industrial products, including hazardous materials.  The most common type of hazardous materials incident is a transportation accident.  Transportation accidents involving these substances pose a significant threat to the [AGENCY FACILITY] due to its location along major thoroughfares.  

[INFORMATION ABOUT NEARBY ATTRACTIONS/CONVENTION CENTERS/ETC.]
5.1.2 Facility Assessment

During the planning process, the COOP Planning Team conducted an internal review of potential facility-based risks at [AGENCY] facilities.  The following table describes the personnel, resources and available space located on each floor of [AGENCY FACILITY].

 Table 5-1
[AGENCY] Department Location List 

	Floor
	Departments/Divisions
	Special Requirements
	Additional Space
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5.1.3 Natural Hazards

The [AGENCY FACILITY] may be impacted by the devastating effects of natural hazards.  Often weather phenomena happen with little or no warning.  The following table describes the natural hazards that have likelihood to occur and the potential to impact operations.  
Table 5-2
Natural Hazards

	Event
	Damages
	Likelihood of Occurrence
	Potential to Impact Operations

	Tornado
	Vegetative, construction, materials from damaged or destroyed structures and personal property
	Low-Moderate
	High

	High Winds
	Vegetative, construction materials from damaged or destroyed structures and personal property
	Low-Moderate
	Moderate

	Flood
	Sediment, wreckage, personal property and sometimes hazardous materials deposited on public and private property
	Low-Moderate
	Moderate

	Wildfire
	Vegetative, construction, materials from damaged or destroyed structures and personal property and animal carcasses
	Low to Moderate
	Low

	Optional
	
	
	


5.2 Operational Risks

Key personnel documented global operational risks and vulnerabilities that have the potential to affect the entire agency.  Each department recognized its high dependence on leadership personnel for direction and control during a disruptive event.  During the Business Impact Analysis planning phase, specific operational risks were identified and are listed below.  

Table 5-3
Operational Risks

	Risk Description
	Yes/No
	Description/Comments
	Vulnerability

	Does the agency have clear orders of succession and are successors aware of this designation?
	
	
	[High/Medium/Low]

	Have delegations of authority been identified and are backups prepared to perform duties?  
	
	
	

	Does the agency have designated and trained employee backups?
	
	
	

	How does the agency maintain vital files?  Are documents located in filing cabinets, network drive, etc.? 
	
	
	

	Does the agency have employee manuals or standard operating procedures that provide instruction for mission essential functions?
	
	
	

	Has the agency identified continuity locations and relocation procedures?  Does the agency have a rally point for employees to meet immediately following a disruptive event?
	
	
	

	Are there concerns with the physical security and condition of the building?  
	
	
	

	How does leadership primarily communicate with staff?  Does the agency have emergency communication capabilities such as an alert network, satellite phones or radios?
	
	
	

	Does the agency have any neighboring threats such as heavy industry or trains nearby?
	
	
	

	Does the agency depend on any coordinating departments within the organization to maintain essential functions?
	
	
	


5.2.1 Dependence on Information Technology

All [AGENCY] systems and databases are maintained by [Identify source].  (Optional) Redundancies are in place and backups have been identified.  In the event that the [AGENCY] servers become inoperable, systems in [some or all] department in the [AGENCY] will be impacted.  

[AGENCY] has become increasingly dependent on IT systems, dictating the development of a plan specific to the agency’s applications, systems and support infrastructure.  

Department personnel outside [IT MANAGEMENT NAME] [are/are not] aware of the processes in place for backing up vital records and assume these capabilities [do or do not] exist. 

5.2.2 Department Relocation Procedures

Department personnel [do/do not] have a clear understanding of evacuation and relocation procedures.  Most staff reported that they [would/would not] be told where to go and what to do after an event occurs.  Almost every department suggested that it would move to the [ALTERNATE FACILITY].  Clear relocation procedures have not been identified for [AGENCY FACILITY].  It is critical that all staff is aware of relocation procedures before an incident occurs.  

5.2.3 Control Center Relocation (Optional)
The Control Center will require a significant amount of specialized equipment and IT capabilities to relocate.  The following considerations should be addressed when identifying possible relocation options:

· Control Center is operational 24 hours a day without a redundant backup system.

· The [SYSTEM NAME] communicates to all [GROUPS].

· The [SYSTEM NAME] is interoperable with radios at [DEPARTMENTS].

· Cameras are Internet Protocol (IP)-based and require Internet connection.

· Alarm is IP-based and requires Internet connection.

· [PHONE #] Emergency Call Center is operated by the Control Center.

Appendix A
[AGENCY] ESSENTIAL FUNCTIONS

During the planning process, the [AGENCY] departments documented their essential functions, which are located in each departmental COOP annex.  Those functions were compiled and assessed by the COOP Planning Team.  The following table lists the essential functions prioritized for the entire organization.  [Transfer data from “Essential Function” Survey Forms in table below] (Note: Only enter the data that YOU have identified as your essential functions.)
Table A-1
[AGENCY] Prioritized Essential Functions

	Number of Function
	Essential Function Name
	Department
	Description
	Priority
	RTO

	1
	Example: Activate ITDR Plan 
	Information Technology
	Activate recovery center
	High
	Tier 1

	2
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	18b
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	23b
	
	
	
	
	

	23c
	
	
	
	
	

	24
	
	
	
	
	

	25
	
	
	
	
	

	26
	
	
	
	
	


Appendix B
VITAL FILES, RECORDS AND DATABASE CHECKLISTS

[AGENCY] developed vital records and database checklists to support each department during a disruptive event.
 (Note: Only complete what is applicable to your agency.)
Table B-1
Vital Files, Records and Database Checklist

	Vital File, Record or Database
	Description
	Location
	Vender/Point of Contact
	Contact Information

	[DEPARTMENT]
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The following checklist identifies critical systems/software required to maintain essential functions.

Table B-2
Systems/Software Checklist

	Systems/ Software
	Description
	Systems Manager
	Vender/Point of Contact
	Contact Information

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Appendix C
COOP IMPLEMENTATION CHECKLIST

The following checklist details the COOP implementation process after a disruption to business.  This checklist should be filled out during the process.
Table C-1
COOP Implementation Checklist

	Item
	Task
	Task Assigned To
	Date/Time Completed

	Activation and Relocation

	1
	Conduct evacuation if necessary.
	
	

	2
	Conduct accountability of personnel.
	
	

	3
	Contact emergency responders (fire, police, emergency medical services).
	
	

	4
	Ensure that safety measures are put into effect.
	
	

	5
	Contact facilities manager to disconnect utilities and power to the building to limit further damage.
	
	

	6
	Direct and assist emergency personnel as required.
	
	

	7
	Contact [ORGANIZED GROUP] for notification of the event.
	
	

	8
	Hold response meeting at pre-determined site or via phone.  Utilize alternate communication equipment if telecommunications infrastructure not available.
	
	

	9
	Activate COOP Plan.
	
	

	10
	Notify personnel by utilizing staff roster or call down lists.
	
	

	11
	Coordinate relocation procedures with the COOP Coordinator and Reconstitution Manager.
	
	

	12
	Assemble supporting elements required for re-establishing and performing essential functions at alternate location:

· Vital files, records and databases
· Critical software
· Key personnel  

· Critical equipment
	
	

	13
	Notify external stakeholders of COOP activation.
	
	

	14
	Prepare designated communications and other equipment for relocation.
	
	

	15
	Take appropriate preventive measures to protect other communications and equipment that will not be relocated.
	
	

	16
	Ensure computer connectivity and phone line transfers to the designated alternate location.
	
	

	17
	Ensure drive-away kits are complete and ready for transfer.
	
	

	18
	Key personnel begin movement to the alternate location.
	
	

	19
	Coordinate public information release regarding COOP activation with the [AGENCY] Public Information Officer (PIO) and inform employees of operational status.
	
	

	 Continuity Operations

	20
	Conduct accountability of personnel.
	
	

	21
	Organize key personnel and account for backup personnel.
	
	

	22
	Administrative actions to assemble:  

· On-site telephone

· Email and phone directory
	
	

	23
	Occupy workspace:

· Stow equipment;

· Vital files, records, and databases
· Test phone, fax, email, and other communications
· Establish communications with essential support elements and office elements
	
	

	24
	Departments will determine which essential functions have been affected and report operational status to the COOP Activation Team.
	
	

	25
	Prioritize essential functions for restoration.
	
	

	26
	If needed, invoke orders of succession and delegations of authority.
	
	

	27
	Ensure that all critical equipment, critical software and vital files, records, and databases are available at the continuity location.
	
	

	28
	Coordinate procurement of additional equipment, as needed.
	
	

	29
	Begin processing essential functions.
	
	

	30
	Coordinate public information release on the status of COOP operations with the [AGENCY] PIO.
	
	

	31
	Track status and restoration efforts of all essential functions.
	
	

	32
	Begin redeployment plans for phasing down alternate location operations.
	
	

	Reconstitution

	33
	[DEPARTMENT] will inform all personnel, using [METHOD OF COMMUNICATION], that the emergency, or threat of an emergency, no longer exists.  
	
	

	34
	Resume operations.
	
	

	35
	The Resource Manager will inventory and salvage usable equipment, materials, records and supplies from damaged facility.
	
	

	36
	The Resource Manager will document any damaged or lost equipment and records.
	
	

	37
	The COOP Recovery Team will survey condition of office building and determine feasibility of salvaging, restoring or returning to original offices when emergency subsides or is terminated.
	
	

	38
	The Chief of Operations Officer and [APPLICABLE DEPARTMENT] will develop long-term reconstitution and recovery plans.
	
	

	39
	The Chief Operations Officer will continue to track status and restoration efforts of all essential functions.
	
	

	40
	The COOP Relocation Team will conduct transition of all functions, personnel and equipment from alternate location to designated permanent facility in accordance with guidance from the [ORGANIZED GROUP].  
	
	

	41
	[DEPARTMENT] will track COOP activation related costs for possible federal reimbursement.
	
	

	42
	The Chief Operations Officer and [APPLICABLE DEPARTMENT(S)] will determine loss of inventory for insurance report.
	
	

	43 
	[APPLICABLE DEPARTMENTS] will coordinate public information release on the status of COOP reconstitution efforts with the [AGENCY] PIO.
	
	

	44
	[APPLICABLE DEPARTMENT] will conduct an after-action review of the effectiveness of the continuity plans and identify areas for improvement
	
	

	45
	[APPLICABLE DEPARTMENT] will develop a corrective action plan and remedial action plan
	
	


Appendix D
COOP RELOCATION CHECKLIST

The following checklist details the COOP relocation process after a disruption to business.  This checklist should be filled out during the process.
Table D-1
COOP Relocation Checklist

	Item
	Task
	Task Assigned To
	Date/Time Completed

	1
	Designate a Relocation Manager and prepare Relocation Checklist in support of the COOP Plan.
	
	

	2
	Identify areas where outside support will be required in relocation operations; memoranda of understanding, vendor contacts, and other agreements as necessary to ensure site support.
	
	

	3
	Assemble necessary documents and equipment required to continue essential functions at the alternate facility.
	
	

	4
	Order additional resources including equipment and office supplies that are not in place or readily available.
	
	

	5
	Continue essential functions at the primary location if available until the alternate facility is operational.
	
	

	6
	Support the orderly transition of all essential functions, personnel, equipment, and vital records from the primary facility to the alternate facility.
	
	

	7
	Identify those essential functions that can be delayed or postponed in the event that COOP Plan is implemented.
	
	

	8
	Provide for the proper storage of backup copies of vital records and databases and other pre-positioned resources and assets.
	
	

	9
	Designate available staff to assist arriving key personnel.
	
	

	10
	Conduct COOP Plan training for all key personnel arriving at the alternate facility.
	
	

	11


	Keep COOP Team and Relocation Manager informed of any site vulnerabilities or changes in site resources that may impact the effective execution of the COOP Plan.
	
	

	12
	Support the orderly transition of all essential functions, personnel, equipment, and vital records from the alternate facility to the primary facility.
	
	


Appendix E
DRIVE-AWAY KIT

Drive-away kits are pre-packaged, up-to-date kits containing equipment, reference material, personnel items and logistical support items needed to perform a department’s essential functions.  Even with a well-equipped alternate location, drive-away kits are required to transfer up-to-date data and other critical information and equipment.

The COOP drive-away kits will include only those essential items that cannot be effectively maintained, in automated or paper format, at an alternate location.  Their inventoried contents will be maintained as current through monthly updating by department essential personnel.

Sample Drive-Away Kit

Drive-away kits should contain vital records, standard operating procedures, operations orders or regulations, and federal guidance that is not already pre-positioned at an alternate location, including the following:

· COOP Plan

· Current internal/external call lists

· Formatted computer diskettes/CD-ROMs/memory sticks

· Points of contact, fax, telephone, and email contacts list

· General office supplies (small amount)

· Cellular telephone, Blackberry, Nextel, Personal Digital Assistant device

· Office telephone contact list

· Current equipment report

· Current software report

· COOP Implementation Checklist

· Current vital records and database checklist
· Important database backup media
The COOP Planning Team is in the process of determining possible locations to establish points of distribution for administrative supplies (Optional) and will continue to assess surplus office equipment located at [LOCATION].  [AGENCY] personnel are encouraged to maintain drive-away kits that are located outside the [AGENCY FACILITY] and can be accessed following a disruptive event.  
Appendix F
TERMS AND DEFINITIONS

Table F-1
COOP Acronyms

	COOP Acronyms

	AAR
	After-Action Report

	BCP
	Business Continuity Plan

	BIA
	Business Impact Analysis

	COOP

	Continuity of Operations Plan

	DHS
	U.S. Department of Homeland Security

	EMAP
	Emergency Management Accreditation Program

	FEMA

	Federal Emergency Management Agency

	HSEEP
	Homeland Security Exercise Evaluation Program

	MOA
	Memorandum of Agreement

	MOU
	Memorandum of Understanding

	RECG
	Regional Emergency Coordination Group

	RTO
	Recovery Time Objective


Table F-2
COOP Terms and Definitions

	COOP Terms and Definitions

	Activation
	When all or a portion of the recovery plan has been put into motion.

	Alert
	Notification that a disaster situation has occurred – stand by for possible activation of disaster recovery plan.

	Alternate Location
	A location, other then normal facility, used to process data and/or conduct critical business functions in the event of a disaster.

	Application Recovery
	The components of Disaster Recovery, which deals specifically with the restoration of software system and data, after the processing platform has been restored and replaced.

	Backup Agreements
	A contract to provide a service, which includes the method of performance, the fees, the duration, the services provided, and the extent of security and confidentiality maintained.

	Backup Strategies (Recovery Strategies)
	Alternative operating method (i.e., platform location, etc.) for facilities and system operations in the event of a disaster.

	Business Impact Analysis
	The process of analyzing all business functions and the effect that a specific disaster may have upon them.

	Checklist
	A list of the immediate actions to take once the COOP Plan is activated.  The checklist is a quick reference of important phone numbers, actions, equipment, etc. in the plan.

	Cold Site
	An alternate facility that is void of any resources or equipment except air-conditioning and raised flooring.  Equipment and resources must be installed in such a facility to duplicate the critical business functions of an organization.  Cold-sites have many variations depending on their communication facilities, UPS systems, or mobility.

	Command and/or Control Center
	A centrally located facility having adequate phone lines to begin recovery operations.  Typically it is a temporary facility used by the management team to begin coordinating the recovery process and used until the alternate sites are functional.

	Communications Failure
	An unplanned interruption in electronic communication between a terminal and a computer processor, or between processors, as a result of a failure of any of the hardware, software, or telecommunications components comprising the link.  (Also refer to Network Outage.)

	Communications Recovery
	The component of Disaster Recovery which deals with the restoration or rerouting of a department's telecommunication network, or its components, in the event of loss.

	Comprehensive Emergency Management Plans 
	The documentation of a planning process required at the state and county level to establish policies and procedures needed to prepare for, respond to, recover from, and mitigate the impacts of all types of natural, technological, and chemical/hostile disasters.

	Continuity of Operations
	The activities of individual departments and agencies and their sub-components to ensure that their essential functions are continued under all circumstances.  This includes plans and procedures that delineate essential functions; specify succession to office and the emergency delegation of authority; provide for the safekeeping of vital records and databases; identify alternate operating facilities; provide for interoperable communications; and validate the capability through tests, training, and exercises.

	Continuity of Operations Coordinator/Sponsor
	The COOP Coordinator may be responsible for overall recovery of a department or unit(s).  This person also provides overall project management to ensure the quality and timely delivery of the Business Impact Analysis, Vulnerability/Risk Analysis, and COOP Plan.  The COOP Sponsor will be involved with the interview and analysis processes required for this project.  

	Continuity of Operations Implementation
	The activation of the COOP Plan.

	Continuity of Operations Plan
	A plan to ensure the safety of employees and the resumption of time-sensitive operations and services in case of emergencies.

	Critical Equipment
	Critical equipment includes specific equipment required to re-establish an essential function.  

	Damage Assessment
	The process of assessing damage, following a disaster, to computer hardware, vital records, office facilities, etc. and determining what can be salvaged or restored and what must be replaced.

	Data Center Recovery
	The component of Disaster Recovery which deals with the restoration, at an alternate location, of data centers services and computer processing capabilities.

	Data Center Relocation
	The relocation of an organization’s entire data processing operation.

	Delegation of Authorities
	This list specifies who is authorized to act on behalf of the agency or department head and other key officials for specific purposes.

	Department Backup Personnel
	A list of alternate personnel who can fill a recovery team position when the primary person is not available.

	Disaster
	Any event that creates an inability on an organizations part to provide critical business functions for some predetermined period of time.

	Disaster Prevention
	Measures employed to prevent, detect, or contain incidents, which, if unchecked, could result in disaster.

	Disaster Prevention Checklist
	A questionnaire used to assess preventative measures in areas of operations such as overall security, software, data files, data entry reports, microcomputers, and personnel.

	Disaster Readiness
	A concept used in the BDR Method.  This concept is the ideas that it is better to be prepared for a disaster and eliminate as much risk as possible with the department through a lifelong pursuit of risks by constant evaluation of business process, facilities, insurance coverage, work load peaks and valleys.

	Disaster Recovery
	The process used once a disaster has occurred to quickly regain business continuity.

	Electronic Vaulting
	Transfer of data to an offsite storage facility via a communication link rather than via portable media.  Typically used for batch/journal updates to critical files to supplement full backups taken periodically.

	Emergency Preparedness
	The discipline that ensures an organization, or community's readiness to respond to an emergency in a coordinated, timely, and effective manner.

	Essential Function
	Activities, processes or functions which could not be interrupted or unavailable for several days without significantly jeopardizing operation of the organization.

	Facilities
	A location containing the equipment, supplies, voice and data communication lines, to conduct transactions required to conduct business under normal conditions.

	File Backup
	The practice of dumping (copying) a file stored on disk or tape to another disk or tape.  This is done for protection case the active file gets damaged.

	File Recovery
	The restoration of computer files using backup copies.

	File Server
	The central repository of shared files and applications in a computer network (LAN).

	Homeland Security Exercise and Evaluation Program (HSEEP)
	DHS developed HSEEP as a threat- and performance-based exercise program that provides doctrine and policy for planning, conducting, and evaluating exercises.  It was developed to enhance and assess terrorism prevention, response, and recovery capabilities at the Federal, State, and local levels.

	Hot Site
	An alternate facility that has the equipment and resources to recover the business functions affected by the occurrence of a disaster.  Hot-sites may vary in type of facilities offered (such as data processing, communication, or any other critical business functions needing duplication).  Location and size of the hot-site will be proportional to the equipment and resources needed.

	Internal Call List
	Standard format for an emergency-call tree for employees within the scope of the project.  

	Internal Hot Sites
	A fully equipped alternate processing site owned and operated by the organization.

	Interruption
	An outage caused by the failure of one or more communications links with entities outside of the local facility.

	Critical personnel
	Personnel designated by their agency as critical to the resumption of essential functions and services.

	LAN (Local Area Network)
	Computing equipment, in close proximity to each other, connected to a server which houses software that can be access by the users.  This method does not utilize a public carrier.

	LAN Recovery
	The component of Disaster Recovery which deals specifically with the replacement of LAN equipment in the event of a disaster, and the restoration of essential data and software.

	Lines of Succession
	Provisions for the assumption of senior unit and other key positions during an emergency in the event that any of those officials are unavailable to execute their legal and/or essential duties.

	Logistics Manager
	Personnel who have the skills and authority to coordinate the provision of resources and services during an event.

	National Incident Management System (NIMS)
	NIMS provides a consistent nationwide template to enable federal, state, local, tribal governments, private sector, and nongovernmental organizations to work together effectively and efficiently to prepare for, prevent, respond to and recover from domestic incidents, regardless of cause, size, or complexity, including acts of catastrophic terrorism.

	Network Outage
	An interruption in system availability as a result of a communication failure affecting a network of computer terminals, processors, or workstations.

	Nonessential Function/Data
	Business activities or information that could be interrupted or unavailable indefinitely without significantly jeopardizing essential functions of an organization.

	Nonessential Records
	Records or documents, which, if irretrievably lost or damaged, will not materially impair the unit's ability to conduct business.

	Offline Processing
	A backup mode of operation in which processing can continue manually or in batch mode if the online systems are unavailable.

	Off-Site Storage Facility
	A secure location, remote from the primary location, at which backup hardware, software, data files, documents, equipment, or supplies are stored.

	Pandemic Flu
	A pandemic flu occurs when a new influenza virus emerges for which people have little or no immunity and for which there is no vaccine.

	Record Retention
	Storing historical documentation for a set period of time, usually mandated by state and federal law or the Internal Revenue Service.

	Recovery
	In this document, recovery includes all types of emergency actions dedicated to the continued protection of the public or to promoting the resumption of normal activities in the affected area.

	Recovery Action Plan
	The comprehensive set of documented tasks to be carried out during recovery operations.

	Recovery Alternate
	The method selected to recover the essential functions following a disaster.  In data processing, some possible alternatives would be manual processing, use of service bureaus, or a backup site (hot or cold site).  A recovery alternative is usually selected following a risk analysis, business impact analysis or both.

	Recovery Capability
	This defines all of the components necessary to perform recovery.  These components can include a plan, an alternate site, change control process, network rerouting, and others.

	Recovery Point Objective
	The point in time to which data must be restored in order to resume processing transactions.  RPO is the basis on which a data projection strategy is developed.

	Recovery Time
	The period from the disaster declaration to the recovery of the essential functions.

	Repository
	A storage place for object models, interfaces, documents, files, and implementations.

	Response
	Those activities and programs designed to address the immediate and short-term effects of the onset of an emergency or disaster.

	Risk
	An ongoing or impending concern that has a significant probability of adversely affecting business continuity.

	Risk Assessment/Analysis
	The process of identifying and minimizing the exposures to certain threats that an agency may experience.

	Risk Management
	The discipline that ensures that an agency does not assume an unacceptable level of risk.

	Salvage and Restoration
	The process of reclaiming or refurbishing computer hardware, vital records, and office facilities following a disaster.

	Salvage Procedures
	Specified procedures to be activated if equipment or a facility should suffer any destruction.

	Succession of Leadership
	A list that specifies who will automatically fill a position once it is vacated by position.

	Test Plan
	The recovery plans and procedures that are used in a systems test to ensure viability.  A test plan is designed to exercise specific action tasks and procedures that would be encountered in a real disaster.

	Vital Records, Files, and Databases
	Records, files, documents, or databases that if damaged or destroyed would cause considerable inconvenience and/or require replacement or re-creation at considerable expense.  For legal, regulatory, or operational reasons, these records cannot be irretrievably lost or damaged without materially impairing the organization's ability to conduct business.

	Vulnerability
	The susceptibility of an agency to a hazard.  The degree of vulnerability to a hazard depends upon its risk and consequences.

	WAN (Wide Area Network)
	Like a LAN, except that parts of a WAN are geographically dispersed, possibly in different cities or even on different continents.  Public carriers, like the telephone company, are included in most WANs.

	Weapon of Mass Destruction (WMD)
	Any explosive, incendiary, bomb, grenade, or rocket having a propellant charge of more than four ounces; missile having an explosive or incendiary charge of more than one-quarter ounce; mine or device similar to the above; poison gas; any weapon involving a disease organism; any weapon that is designated to release radiation or radioactivity at a dangerous level to human life.
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