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[DEPARTMENT NAME]

Annex 1

[DEPARTMENT NAME]
This annex to the [AGENCY] Basic Continuity of Operations (COOP) Plan includes the [DEPARTMENT] COOP Plan (COOP Plan) and Emergency Response Plan.  The purpose of the COOP Plan is to document the department’s continuity capabilities and the resources needed to maintain mission essential functions.  The Emergency Response Plan provides guidance for the [DEPARTMENT] to effectively respond to and recover from a disruptive event.

Section 1: COOP Plan 
Introduction 

The purpose of the [DEPARTMENT] is to provide [TYPES OF SERVICES] to [LIST OF POPULATIONS SERVED].  The specific areas for these services are: [LIST OF SPECIFIC AREAS]. 

In support of this mission, the [DEPARTMENT] assessed its mission essential functions that maintain critical services provided by [AGENCY].  The department assessed its continuity capability in the following way:

· Participated in the COOP project kickoff meeting to initiate the planning process

· Identified mission essential functions and the critical resources necessary to support those functions
· Identified key personnel and backup personnel for the department
· Discussed alternate locations and interoperable communication capabilities
Mission Essential Functions 
During the planning process, the [DEPARTMENT] identified its mission essential functions that support [AGENCY].  The following criteria were used to determine the recovery priority for each mission essential function. 
Table 1

Recovery Priority 
	Tier
	Recovery Priority
	Recovery Time Objective

	1
	IMMEDIATE
These functions involve those with the direct and immediate effect on the agency to preserve life, safety and protect property.  
	0 – 24 hours

	2
	CRITICAL

These functions can be delayed until Tier 1 functions are restored but must be operational within 72 hours.
	24 – 72 hours

	3
	NECESSARY

These functions can be delayed until Tier 1 and 2 functions are established but must be operational within one week.
	72 hours – 1 week 

	4
	IMPORTANT
These functions can be delayed until Tiers 1, 2 and 3 are operational.
	1 week – 30 days


The [DEPARTMENT] provided the following information detailing each mission essential function.  During a COOP event, the department can refer to this list of prioritized functions and determine which functions will be returned to normal operational status.  

Table 2

Mission Essential Functions

	Mission Essential Function Name
	Description
	Priority
	RTO

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Key Personnel 
The [DEPARTMENT] is located on the [#] floor of the [AGENCY FACILITY], with approximately [#] staff members in the department.  During the planning process, the department assessed its key positions to determine possible backups.  Key positions are those positions necessary to carry out [AGENCY] mission essential functions and fulfill the department’s mission.  The [DEPARTMENT] considered the staff requirements necessary to maintain mission essential functions and the availability and capabilities of backup personnel.  The following table lists key personnel and their backups.

Table 3

Key Personnel

	Essential Function
	Key Personnel
	Successor 1
	Successor 2
	Successor 3

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Delegations of Authority 
Delegations of authority specify who is authorized to make decisions or act on behalf of key leadership and personnel if they are away or unavailable during an emergency.  Delegations of authority planning involves the following:

· Identifying which authorities can and should be delegated

· Describing the circumstances under which the delegation would be exercised, including when it would become effective and terminate

· Identifying limitations of the delegation

· Documenting to whom authority should be delegated

· Ensuring designees are trained to perform their emergency duties

The [DEPARTMENT] identified the following delegations of authority
Table 4

Delegations of Authority

	Task
	Incumbent
	Delegated Position
	Limitations

	
	
	
	

	
	
	
	

	
	
	
	


Critical Resources 

Critical resources are the files, systems and equipment necessary to maintain the continuity of mission essential functions.  These resources must be identified to ensure their availability during a COOP event.

Vital Records, Files and Databases 

The [DEPARTMENT] uses files, records and databases unique to its operations.  In the event that the department is unable to access its primary facility or equipment during a COOP event, these resources must be accessed to ensure continuity of mission essential functions.  The [DEPARTMENT] identified the vital files, records and databases for each mission essential function, and the storage location and point of contact for each resource.  Those details are listed in the table below. 

Table 5

Vital Files, Records and Databases

	Vital File, Record or Database
	Description
	Location
	Vender/Point of Contact
	Contact Information

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Critical Systems 
Critical systems include the information technology (IT) systems and software required to perform mission essential functions.  As the capabilities of IT systems grow, agencies use these programs to facilitate their day-to-day processes.  During a disruptive event in which the [DEPARTMENT] may have to relocate, it is important to identify the IT systems necessary to complete mission essential functions.  As [AGENCY] continues to depend on these systems for efficiencies, outages must be planned for.  The following table lists the IT systems used by the [DEPARTMENT].

Table 6

Critical Systems

	Systems/Software
	Description
	Systems Manager
	Vender/Point of Contact
	Contact Information

	
	
	
	
	

	
	
	
	
	


Critical Equipment
Critical equipment includes specific equipment required to perform mission essential functions.  Each department within [AGENCY] provides different services; therefore, each department has different critical equipment needs.  A list of critical resources for the [DEPARTMENT] is outlined in the following table.

Table 7

Critical Equipment

	Equipment
	Quantity
	Equipment Details
	Vendor or Contact
	Contact Information

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Key Personnel Contact Information
Key personnel include leadership and support staff necessary to maintain mission essential functions.  The following table lists the contact information for [DEPARTMENT] key personnel. 

Table 8
Key Personnel Contact Information
	Name 
	Department
	Primary Phone
	Alternate Phone
	Email

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


External Contacts

The [DEPARTMENT] identified external resources necessary to maintain its mission essential functions.  The following table lists the contacts, vendors and stakeholders the [DEPARTMENT] will need to contact during a COOP event.
Table 9
External Contacts
	Vendor Name/ Contact Name
	Description
	Main Contact Number
	Email Address/Website
	Notes

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Operational Risks

Operational risks are risks associated with internal processes, business practices and personnel that have the potential to disrupt services.  The [DEPARTMENT] assessed its operational risks and determined those risks with the highest potential to impact its mission essential functions.  This section describes record and file backup procedures.  
(Optional)  The department uses the [AGENCY] network drives to save documents and files that are backed up by [IT DEPARTMENT].  Department personnel also have portable USB drives where files can be saved and carried off-site.  
   Table 10
Operational Risks
	Risk Description
	Vulnerability
	Description/Recommendations

	Orders of Succession 
	
	

	Designated and Trained Employee Backups
	
	

	Record and File Backup Procedures
	
	

	Mission Essential Function Documentation
	
	

	Continuity Locations and Relocation Procedures
	
	

	Building Physical Security
	
	

	Emergency Communication Capabilities 
	
	

	Neighboring Threats
	
	

	Coordinating Departments
	
	


Section 2: Emergency Response Plan 
Introduction 

This COOP Emergency Response Plan establishes policy and guidance to ensure the continuity of [AGENCY] mission essential functions following a disruptive event.  In conjunction with the [AGENCY] Basic COOP Plan and the [DEPARTMENT] COOP Annex, this response plan is designed to:

· Provide timely direction, control, and coordination to [AGENCY] staff during and after an event or upon notification of a credible threat.

· Establish and enact time-phased implementation procedures to activate the COOP plan. 

· Facilitate the return to normal operating conditions as soon as practical, based on circumstances and the threat environment.  

· Provide all-hazard procedures capable of addressing all types of disruptive events.
Phase 1 – COOP Activation and Relocation 

The COOP Plan will be activated by the [AGENCY] [Identified Person(s)] upon recommendations from the COOP Planning Team.  Notification of Plan activation will be disseminated to personnel by [PROCESS YOU WILL USE]. 

(Optional)  The COOP Planning Team has identified critical departments that will relocate to the [ALTERNATE FACILITY] in the event that the [AGENCY FACILITY] is inaccessible.  The departments include:

· [DEPARTMENT]  

· [DEPARTMENT] 
· [DEPARTMENT] 
· [DEPARTMENT] 
· [DEPARTMENT]  

The COOP Relocation Team will include the following:

· [DEPARTMENT] 
· [DEPARTMENT] 
· [DEPARTMENT] 
·  [DEPARTMENT]
The COOP Recovery Team will include the following
· [DEPARTMENT]
· [DEPARTMENT] 
· [DEPARTMENT] 
· [DEPARTMENT] 
All department personnel should have drive-away kits staged outside the [AGENCY FACILITY] and maintained at a high level of readiness in the event that the facility is inaccessible.  Department leadership should establish a rally point for personnel to meet after an evacuation for further information.

Table 11
COOP Activation and Relocation Checklist

	Item
	Task
	Task Assigned To
	Date/Time Completed

	Activation and Relocation

	1
	Conduct evacuation if necessary.
	
	

	2
	Assemble personnel at designated [DEPARTMENT] rally point, [RALLY POINT LOCATION].  
	
	

	3
	Conduct accountability of personnel and report to COOP Coordinator.
	
	

	4
	Ensure that safety measures are put into effect.
	
	

	5
	Coordinate with COOP Activation Team on plan activation and relocation options.  Utilize alternate communication equipment if telecommunications infrastructure is not available.
	
	

	6
	Notify personnel by utilizing staff roster or call down lists.
	
	

	7
	Review [DEPARTMENT] COOP Annex in the [AGENCY] COOP Plan.  Identify Tier 1 mission essential functions and report to COOP Coordinator.  
	
	

	8
	Coordinate relocation procedures for Tier 1 mission essential functions with the COOP Coordinator and Reconstitution Manager.
	
	

	9
	Assemble supporting elements required for re-establishing and performing Tier 1 mission essential functions at continuity location:

· Vital files, records and databases

· Critical software

· Key personnel 

· Critical equipment
	
	

	10
	Notify external stakeholders for the department of COOP activation.
	
	

	11
	Take appropriate preventive measures to protect communications and equipment that will not be relocated.
	
	

	12
	Ensure drive-away kits are complete and ready for transfer.
	
	

	13
	Begin movement of [DEPARTMENT] key personnel to the continuity location.
	
	

	14
	Report operational status to the COOP Coordinator.
	
	


Phase 2 – Continuity Operations 

The Continuity Operations phase focuses on restoring the [DEPARTMENT] mission essential functions.  This phase is initiated by the COOP Activation Team declaring an “all clear” condition indicating that the event has ended and business functions can be resumed.   
The following checklist outlines procedures the department will follow during the Continuity Operations phase.

Table 12
Continuity Operations Checklist

	Item
	Task
	Task Assigned To
	Date/Time Completed

	 Continuity Operations

	1
	Conduct accountability of personnel and report to COOP Coordinator.  
	
	

	2
	Review the [DEPARTMENT] COOP Annex to identify the resources and personnel needed to resume Tier 2, 3 and 4 functions.
	
	

	3
	Organize key personnel and account for backup personnel.  
	
	

	4
	Invoke delegations of authority and orders of succession outlined in the [DEPARTMENT] COOP Annex if necessary.  Make adjustments as needed depending on the situation.  
	
	

	5
	Determine which mission essential functions have been affected and report to the COOP Coordinator.
	
	

	6
	Prioritize mission essential functions for restoration.
	
	

	7
	Ensure that all critical equipment, critical software and vital files, records and databases are available at continuity location.
	
	

	8
	Coordinate with the COOP Coordinator if additional equipment or resources are needed.
	
	

	9
	Occupy workspace:

· Stow equipment

· Access vital files, records and databases

· Test phone, fax, email and other communications

· Establish communications with essential support elements and office elements
	
	

	10
	Begin processing mission essential functions.
	
	

	11
	Track status and restoration efforts of all mission essential functions.
	
	


Phase 3 – Reconstitution 

Reconstitution is the process of resuming normal operations.  [IDENTIFY YOUR TEAM]  This group is the Reconstitution Team and is responsible for:

· Surveying damage and determining inventory salvage

· Conducting a damage assessment of the building

· Developing long-term reconstitution and recovery plans

· Tracking COOP activation-related costs

The following checklist outlines procedures the department will follow during the COOP Reconstitution phase.

Table 13
COOP Reconstitution Checklist
	Item
	Task
	Task Assigned To
	Date/Time Completed

	Reconstitution

	1
	Coordinate with the Reconstitution Team to begin the return of non-essential services
	
	

	2
	Inventory any salvage usable equipment, materials, records and supplies from the damaged facility.
	
	

	3
	Document any damaged or lost equipment and records and report to the Reconstitution Team.
	
	

	4
	Continue to track status and restoration efforts of all essential functions.
	
	

	5
	Conduct transition of all functions, personnel and equipment from the continuity location to designated permanent facility.  
	
	

	6
	Track COOP activation-related costs for possible federal reimbursement and report to the Reconstitution Team.
	
	

	7
	Determine loss of inventory for insurance report.
	
	

	8
	Conduct an after-action review of the effectiveness of the continuity plans and identify areas for improvement
	
	


[DEPARTMENT] leadership will work with the COOP Activation Team and the Reconstitution Team to resume normal operations.  The department can find its mission essential functions and the critical resources that support those functions in Section 1 of the [DEPARTMENT] COOP Annex.  For additional guidance, refer to the [AGENCY] Basic COOP Plan.  
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