

PLAN TEMPLATE        

CONTINUITY OF OPERATIONS PLAN TEMPLATE

Instructions for Completion
These instructions are designed to assist you in the completion of a continuity of operations (COOP) plan for your organization.  The template being provided is a framework to assist you in the completion of that goal.  As a framework, you will need to replace items where appropriate with the specifics for your organization. 

BDR has been contracted to review your completed plan and provide feedback that will assist you in improving it.  Your plan will need to be returned by August 31, 2009 to enable BDR to perform this review.

If you have questions about the template or instructions, please contact Pat Beekman at (317) 460-8073 or pbeekman@beckdr.com.
A COOP plan details how an agency’s essential functions will be handled in the event of an emergency or situation that disrupts normal operations, leaving agency facilities damaged or inaccessible or understaffed.  With this goal in mind, the COOP planning process is designed to answer the following questions:

· What essential functions do you absolutely have to perform, regardless of the outside threats? 

· What personnel do you need to perform those functions deemed essential? 

· What resources do the personnel need to perform the essential functions? 

· How can we ensure that the designated people and resources are prepared to perform those functions when called upon?

In answering these questions throughout the COOP planning process, decision-makers should be guided by the following objectives when developing their COOP plans:
· Ensure continuous performance of daily essential functions.

· Protect critical facilities, equipment, vital records and other assets.

· Reduce or mitigate disruptions to operations.

· Reduce loss of life and minimize damage and losses.

· Achieve a timely and orderly recovery from an emergency.

· Resume essential services to agency stakeholders.

The purpose of this document is to guide agencies wishing to develop their own COOP plan in completing the accompanying COOP template.  Although general guidance is provided in this document for reference, agencies are encouraged to tailor COOP plan development to meet their individual needs and requirements.  

Privacy Statement

Full public disclosure of the agency’s COOP plan could potentially compromise public safety by exposing agency vulnerabilities; therefore, the purpose of the privacy statement is to guard against the unauthorized distribution of the agency’s COOP plan.  In keeping with that aim, agencies should identify a point of contact responsible for fielding all requests for copies of the agency’s COOP plan.  This person should ascertain the nature of each request and determine whether such a request can be granted without posing a threat to public safety.
Executive Summary

The executive summary should serve as a brief outline of the organization and content of the COOP plan, providing readers with an overview of what it is, whom it affects and the circumstances under which the plan should be executed.  This section should also highlight the key elements of COOP planning and briefly review the agency’s implementation strategies.
Section 1

Introduction

The introduction to the COOP plan should present the agency’s mission or vision, as well as explain the role of COOP planning in helping the agency achieve that mission or vision.  It may also discuss the background for planning, with reference to recent events that have led to the increased emphasis on the importance of a COOP capability for the agency. 
Purpose – The purpose section should explain why the agency is developing a COOP plan that is to provide the framework for the agency to restore essential functions to stakeholders if an event affects operations and should briefly discuss applicable federal guidance.  Furthermore, it should list the three types of disruptions the COOP plan is designed to address:
· Denial of access to a facility (such as damage to the building)

· Denial of service due to a reduced workforce (such as due to pandemic flu)

· Denial of service due to equipment or systems failure (such as IT systems failure)

Applicability – This section should describe the applicability of the plan to the agency as a whole, including all personnel and functions.  It should also cover the scope of the plan, as well as list each of the departments, divisions or units to be included in the plan.

Situation – This section should provide an overview of the agency’s current standing, with particular regard to existing vulnerabilities.  For example, in determining potential threats, preparers might want to examine the agency’s location in relation to major traffic arteries (e.g., interstates, U.S. Highways or State Roads); rail lines; and any surrounding electrical, coal-fired or nuclear power plants.

Assumptions – This section should list the planning assumptions that helped guide the development of the agency’s COOP plan.  For example, will it be assumed that agency departments, divisions or units will continue to be exposed to the hazards or risks during this engagement, in addition to those hazards or risks that might develop in the future?
Organization and Assignment of Responsibilities – This section should focus on the delineation of COOP responsibilities for each of the following: COOP Planning Team, COOP Activation Team, the agency's COOP Coordinator and agency personnel.
COOP Authorities and References – This section should cite a list of authorities and references that mandate the development of the agency’s COOP plan, and provide guidance towards acquiring the requisite information contained in the COOP plan.

Section 2

Concept of Operations

This section should define the COOP management processes.  It should explain how the agency will implement its COOP plan, address the elements that comprise the COOP plan, detail plan objectives and assumptions, and provide other guidance for individual planning teams to follow to ensure a consistent approach across the agency.  The functions performed by various groups during execution of the COOP plan will generally parallel their normal day-to-day functions.

Objective – This section should state the objective of the plan which is to ensure the execution of essential functions during an event and provide for the safety and well-being of stakeholders in the event that agency facilities are threatened or inaccessible, along with any additional specific objectives identified by the agency.
COOP Operational Periods – This section should provide a brief introduction to each of the four operational periods of COOP planning, including the plan’s role in each period: 
· Readiness and Preparedness

· Activation and Relocation 
· Continuity Operations 
· Reconstitution 
Readiness and Preparedness – This section should cover the mitigation and preventative measures the agency should undertake in order to develop response capabilities and reduce the probability of an incident occurring.  Examples of actions covered under this phase include planning, training and exercising.
Activation and Relocation – This section should explain the two types of COOP plan activation, activation with relocation and activation without relocation, as well as include a discussion of what events may trigger activation and relocation.  
The Activation and Relocation phase would take place from the time the emergency occurs to 12 hours after the emergency.  During this phase, the following steps are suggested:
· Notify alternate facility manager(s) of activation and actual relocation requirements.
· Activate plans, procedures and schedules to transfer activities, personnel, records and equipment to alternate operating facility(ies).
· Notify initial COOP contingency staff to relocate.
· Instruct all other emergency and non-emergency personnel on what they are to do.
· Assemble necessary documents and equipment required to continue performance of essential operations at alternate operating facility(ies). 

· Order equipment/supplies, if not already in place.
· Transport documents and designated communications, automated data processing, and other equipment to the alternate operating facility(ies), if applicable.
· Secure the normal operating facility and non-moveable equipment and records to the extent possible.
· Continue essential operations at the normal operating facility if available until the alternate facility(ies) is operational.
· Advise the alternate operating facility manager(s) on the status of follow-up personnel.
The following areas should also be addressed under this section: 

· Class/Level of Emergency – This section should contain a class/level emergency matrix to be used by the COOP Activation Team in determining the extent of COOP activation.
· Alert and Notification/Relocation – This section should outline procedures to alert and notify personnel of a COOP event, as determined by the COOP planning team.  Consideration should be given to warning conditions (i.e., whether the event occurred with or without warning) as well as the time of day during which the event occurred (i.e., during traditional business hours or non-business hours).

· Interoperable Communications – In order for agency operations to be successful at an alternate facility, critical communications systems must be available and redundant.  These communications systems must support connectivity to internal organizations, other agencies, critical clients/customers and the public.  When determining communications requirements for an emergency situation, agencies should take into consideration services such as secure and/or non-secure voice, fax and data connectivity, Internet access and email.  Interoperable communications should provide the following: 
· Capability commensurate with an agency’s essential functions

· Ability to communicate with essential personnel

· Ability to communicate with other agencies, organizations and stakeholders

· Access to data and systems

· Communications systems for use in situations with and without warning

· Ability to support COOP operational requirements
· Ability to operate at the alternate facility within 12 hours, for a period of up to 30 days
· Continuity Locations – This section should identify those locations designated as alternate facilities at which essential functions may be carried out in the event of an emergency.  If possible, it is recommended that the agency relocate to an existing agency local or field office; however, external sources may be used instead.  It is recommended that alternate facilities should provide the following: 

· Immediate capability to perform essential functions under various threat conditions, including threats involving weapons of mass destruction

· Sufficient space and equipment to sustain the relocating organization.  Since the need to relocate may occur without warning, or access to normal operating facilities may be unexpectedly denied, agencies are encouraged to pre-position and maintain minimum essential equipment for continued operations at the alternate operating facilities.
· Interoperable communications with all identified essential internal and external organizations, critical clients/customers and the public

· Reliable logistical support, services and infrastructure systems (e.g., water, electrical power, heating and air conditioning)
· Ability to sustain operations for up to 30 days

· Consideration for the health, safety and emotional well-being of relocated employees

· Appropriate physical security and access controls

· Relocation Procedures – This section should identify critical departments, divisions or units that will relocate to an alternate facility in the event of a COOP emergency.  It should also identify the departments, divisions or units who have been selected as members of the COOP Relocation Team and/or the COOP Recovery Team.
Continuity Operations – This section should review those activities focused on restoring the agency's essential functions, including accounting for all personnel, performing essential functions, establishing communication with supporting and supported organizations and stakeholders, and preparing for the reconstitution of the agency.  
The Continuity Operations phase encompasses operations at the alternate facility, from 12 hours after activation of the COOP to termination of COOP procedures.  The following steps would apply in this phase:

· Provide guidance to other key staff and non-emergency employees.
· Identify replacements for missing personnel and request augmentation as necessary.
· Begin full execution of essential operations at the alternate operating facility(ies).
· Notify other appropriate agencies immediately of the agency’s alternate location, operational and communications status, and anticipated duration of relocation if known.
· Develop plans and schedules to phase down alternate facility(ies) operations and return activities, personnel, records and equipment to the primary facility when appropriate.
The following areas should be also addressed under this section: 

· Essential Functions – The identification of essential functions is the basis of COOP planning.  Essential functions are those activities and services that enable the agency to provide for the health and safety of its stakeholders, and preserve and protect agency assets.  In addition to explaining the importance of identifying essential functions, this section should explain the concepts of time criticality and recovery time objectives, as well as provide an outline of the tiers of recovery priorities for those functions deemed essential.
· Orders of Succession – This section should identify orders of succession to key positions within the agency.  Orders should be of sufficient depth to ensure the agency’s ability to manage and direct its essential functions and operations.  When establishing the COOP plan, each agency should:
· Establish an order of succession to the Agency Head position.  A designated official will serve as acting head of the agency until relieved.  If branch or field offices exist, then appropriate personnel located outside of the affected area should be considered in the order of succession.

· Establish orders of succession for other key leadership positions.

· Identify any limitation of authority based on delegations of authority to others.

· Describe orders of succession by positions or titles, rather than names of individuals, as individuals in those positions may change at any time.

· Include the orders of succession in the vital records of the agency and revise as necessary.  Revised versions should be distributed promptly.

· Establish the rules and procedures designated officials are to follow when facing the issues of succession to office in emergency situations.

· Include in succession procedures the conditions under which succession will take place; method of notification; and any temporal, geographical or organizational limitations of authorities.

· Assign successors among the emergency teams established to perform essential functions, to ensure that each team has an equitable share of duly constituted leadership.

· Conduct orientation programs to prepare successors for their emergency duties.

· Delegation of Authority – This section should identify, by position, the authorities for making policy determinations and decisions.  The identification of authorities will help ensure rapid response to an emergency situation requiring the implementation of the COOP plan.  Delegations of authority should:
· Identify the programs and administrative authorities needed for effective operations at all organizational levels having emergency responsibilities.
· Identify circumstances under which the authorities would be exercised.
· Document the necessary authorities at all points where emergency actions may be required, detailing the limits of authority and accountability.
· Explicitly state the authority of designated successors to exercise agency direction—including any exceptions—and the successor’s authority to re-delegate functions and activities as appropriate.
· Indicate the circumstances under which delegated authorities would become effective and when they would terminate.  Generally, pre-determined delegations of authority will take effect when normal channels of direction are disrupted and terminate once these channels have resumed.  
· Ensure that officials who may be expected to assume authorities in an emergency are trained to carry out their emergency duties.
· Specify responsibilities and authorities of individual agency representatives designated to participate as members of interagency emergency response teams.
· Backup Personnel/Key Personnel – This section should identify staff who have the skills and training necessary to perform tasks of other employees in the event of an emergency that reduces the number of available workers.
· Human Capital Management – This section should touch on the concerns of employees during a COOP emergency, with particular regard to concern for their families.  It is recommended that employees plan for their family's well-being before a disaster strikes.
· Vital Records – Vital records are those records that if damaged or destroyed would disrupt operations and information flow, and require replacement or re-creation at considerable expense or inconvenience.  A successful COOP plan must provide for the identification, protection and ready availability of electronic and hardcopy documents, references, records and information systems necessary to support essential functions during any type of emergency.  It is critical that agencies regularly back up all electronic files and keep up-to-date duplicate copies of records.  Backups and duplicates should be housed in an alternate location to guard against their loss in the event of an emergency. 
· Reconstitution – The section should explain the procedures for returning to normal operations following the restoration of all essential functions.  This section should include an explanation of the role and responsibilities of the agency's Reconstitution Manager.

Reconstitution begins once COOP procedures are terminated and operations return to normal.  The following steps would apply in this phase: 
· Inform all personnel, including non-emergency personnel, that the threat or emergency no longer exists and provide instructions for returning to normal operations.
· Supervise an orderly return to the normal operating facility or movement to other temporary or permanent facility(ies).
· Report status of relocation to other agency points of contact if applicable.
· Conduct an after action review of COOP operations and the effectiveness of plans and procedures as soon as possible.  Areas in need of revision should be identified and a remedial action plan should be developed.
Section 3

Multi-Year Program Management

This section on multi-year program management should explain the role of the COOP Planning Team in making COOP planning a part of day-to-day operations through initiatives like implementing cross-training for key employees or establishing mutual-aid agreements for facilities and personnel.  Within this section, the following areas should also be addressed: 
· Meetings of the COOP Planning Team – This section should address the frequency of COOP Planning Team meetings, as well as provide a brief list of factors that will be taken into account at each meeting.
· Overarching COOP Program Management – This section should explain the processes addressed by the COOP Team. 

Section 4

Training, Testing and Exercise

This section should explain the organization and importance of establishing a COOP training, testing and exercise program to ensure that key personnel are aware of their roles and responsibilities in the execution of the COOP plan.  Training familiarizes contingency staff members with the essential functions they may have to perform in the event of an emergency.  Similarly, tests and exercises help to validate and identify shortfalls in specific aspects of the COOP plan, policies, procedures, systems and facilities used in response to an emergency situation.  Periodic testing ensures that equipment and procedures are maintained in a constant state of readiness.  Furthermore, testing helps agency personnel understand what will happen once an evacuation of their normal operating facilities occurs and what steps will be taken regarding implementation of the COOP plan. 

Training, testing and exercise plans should provide for
· Annual individual and team training of agency COOP contingency staffs and emergency personnel to ensure currency of knowledge and integration of skills necessary to implement COOP plans and carry out essential functions.
· Annual internal agency testing and exercising of COOP plans and procedures to ensure the ability to perform essential functions and operate from designated alternate facility(ies).
· Quarterly testing of alert and notification procedures and systems for any type of emergency. 

· Refresher orientation for COOP contingency staff arriving at an alternate operating facility.  The orientation should cover the support and services available at the facility, including communications and information systems and administrative matters such as supervision, security and personnel policies. 

Training – This section should establish the major topics or components of the agency's COOP training, including the definition of COOP planning, essential elements of the COOP plan, triggers for plan activation, plan maintenance and operational elements of the plan.  The section should also include an outline of the recommended training program for the agency.
Key Personnel – This section should address the training of key agency personnel, including the frequency of training and the updating of functions and/or interim processes, as needed.
New Personnel – This section should address the training of new agency personnel, including the focus of the COOP training course, as well as the period of time in which the training is to be completed following the employee’s start date.
COOP Team – This section should address the training of the agency's COOP Team, including the frequency of training and recommendations for further exercise and testing of the COOP plan components.
Continuity Location Operations – This section should cover the processes involved in performing a brief training on COOP responsibilities at the continuity location in the event of personnel relocation.  The training should focus on the essential functions to be performed and any change in leadership that may have occurred as a result of a COOP event.
Exercises – This section should explain the importance of conducting exercises in order to maintain an effective COOP plan.  The section should also explain the functions of testing, exercises and tabletop exercises (including drills or system tests, functional exercises and full-scale exercises).
Exercise Evaluation – This section should detail the importance of exercise evaluation in making improvements to the COOP plan.
Plan Maintenance – This section should address how the agency plans to ensure that the COOP plan contains the most current information.  Federal guidance states that organizations should review the entire COOP plan annually.  Key evacuation routes, roster and telephone information, as well as maps and room/building designations of alternate locations, should be updated as changes occur.

Section 5

Vulnerability and Risk Assessment

Risk Assessment – This section should outline the purpose of the risk assessment, which is to identify the hazards associated with agency facilities and evaluate how these hazards will affect agency operations.  
Neighboring Threats – This section should provide a picture of the agency's geographic location, including the address of the facility and nearby major commercial arterial roads and rail lines.
Facility Assessment – This section should review the findings of the internal review of potential facility-based risk at agency facilities, as conducted by the COOP Planning Team.
Natural Hazards – This section should provide a brief outline of those natural hazards most likely to occur and potentially impact operations.  Examples include weather-related events such as tornadoes, hurricanes or flooding.
Operational Risks – This section should list the operational risks and vulnerabilities, as identified by key personnel, which have the potential to affect the entire agency.
Dependence on Information Technology – This section identifies systems and databases and who will maintain them, as well as, what redundancy systems are in place and which systems would be affected if they were inoperable.

Department Relocation Procedures – This section identifies whether departmental personnel have a clear understanding of relocation procedures and where they would relocate.

Control Center Relocation (Optional) – This section identifies, if applicable, a control center that maintains the necessary IT equipment to sustain operations.
Appendix A

Agency Essential Functions

The essential functions section should include a list of the organization’s prioritized essential functions.  Essential functions are those organizational functions and activities that must be continued under any and all circumstances. 

In order to identify essential functions, it is recommended that agencies complete the following steps:

· Identify all functions, and then determine which must be continued under all circumstances.

· Prioritize essential functions.

· Establish staffing and resource requirements.

· Integrate supporting activities.

· Develop a plan to perform additional functions as the situation permits.

Appendix B

Vital Records and Database Checklists

This section should address the agency’s vital files, records and databases to include classified or sensitive data, which are necessary to perform essential functions and activities, and to reconstitute normal operations after the emergency ceases.  Organizational elements should pre-position and update on a regular basis those duplicate records, databases or backup electronic media necessary for operations.  

There are two categories of records to be reviewed and prioritized, then transferred, either in hard copy or electronic media, to an alternate location:

· Emergency operations records
· Legal/financial records

Appendix C

COOP Implementation Checklist

This section should contain a checklist, in table form, of tasks to be carried out in each of the four following COOP operational periods:
· Readiness and Preparedness

· Activation and Relocation

· Continuity Operations

· Reconstitution
The table should include additional columns to list the position to which each task is assigned, as well as the date/time the task is completed.

Appendix D

COOP Relocation Checklist

This section should be presented in table form and include a list of tasks to be completed in the event of relocation.  The table should include additional columns to list the position to which each task is assigned, as well as the date/time of completion.

Appendix E

Drive-Away Kit

Drive-away kits are pre-packaged, up-to-date kits containing equipment, reference material, personnel items and logistical support items needed to perform a department, division or unit’s essential functions.  COOP drive-away kits should contain only those essential items that cannot be effectively maintained, in automated or paper format, at an alternate location.  This annex should provide a list of the sample contents of a drive-away kit to include vital records, standard operating procedures, operations orders or regulations and federal guidance that is not already pre-positioned at an alternate location.
Appendix F

Terms and Definitions

This annex should contain a list of key words, phrases and acronyms used throughout the COOP plan and within the COOP community.  Each key word, phrase and acronym should be clearly defined.  

Appendix G

Department/Division/Unit Annexes

This section should contain a list of all departments, divisions or units for whom an annex has been prepared as part of the agency’s COOP plan.
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